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BBepeHune

BaHKM CTPEMATCA MCNONb30BaTb NepeoBble TEXHOMOMK, YTOObI AaTb CBOMM KIIMEHTaM BO3-
MOXHOCTb YAaNeHHO YnpaBnAaTb GAHKOBCKMMM NPOAyKTamu. [1ns nonydeHvs 6onbluMHCTBa
GaHKOBCKYIX YCNyr JOCTATOYHO OGOPMUTL KapTy GaHKa 1 3aK/iounTb JOrOBOP O AMCTaHLW-
OHHOM GaHkoBcKom obcny»kmBaHUK ([BO). Bce uvalle noasnaoTca 6aHKKM, KOTOpble BOBCE He
npeanaraoT KIveHTam NpuBblYHOE 0BCYKMBAHME B TEPPUTOPUANBHO PacnpeeneHHbIX Gpu-
NYanax, a OKasblBalOT MOJHbIN CMEKTP YCyr yAaneHHo. Y Takoro NoaxoAa MHOXeCTBO npew-
MYLLECTB: /19 NMOMb30oBaTenelt 310, Npexae BCero, yaobCTBO 1 CKOPOCTb MOyYeHna yCyry;
ANs OaHKa — COKpaLLEHVe 3aTpaT Ha coflepaHure Gunranos, CoKpalleHne WraTa. PelaeTcs
npobnema ouepesei, BoPOKPATUYECKMX MPOBONOYEK — U, KaK CNefCTBIe, COKPALLAETCA KO-
NMYECTBO HEAOBOSbHbIX KIVEHTOB.

OpHako cyljecTByeT 1 obpaTHaa CTOPOHa Mefiany — HeobXOoAMMOCTb obecneunsath H6e30-
NaCHOCTb 1 MUHVMIM3MPOBATb PUCKMK, CBA3aHHbBIe C MCMonb3oBaHvem ciuctem [160. 3To oblie-
[OCTYMHble BEO- 1 MOBUIbHbIE MPUNOXEHWA, U N8 HUX XapaKTepHbl BCe COOTBETCTBYIOLLME
YA3BMMOCTU 1 Yrpo3bl MHGOPMALIMOHHONM 6Ee30MacHOCTM (B YaCTHOCTH, pacCMaTpuBaemble B
Knaccudukaumm Web Application Security Consortium Threat Classification — WASC TC v. 2).
K npumepy, Hanbonee onacHOM yrpo3oi B Cllydae peanvsaumi atak Ha cuctembl 16O MoKHO
Ha3BaTb XMLLIEHVe IeHEXHbIX CPeCTB. Takxke cpean Cneumpuuecknx yrpo3 MOXXHO BbiAENMTb
HEeCaHKLMOHMPOBAHHbIM AOCTYN K AaHHbIM MAATEXHbLIX KapT, NepCcOHanbHbIM AaHHbIM MNOMAb-
30BaTenel 1 6aHKOBCKOW TaliHe, OTKa3 B 0OCNYKMBaHUM GAHKOBCKOTO MPUIOKEHNS; eCTb U
ApYrvie yrpo3bl, peanvauma KOTOPbIX MOXET MPUBECTU K CyLIeCTBEHHbIM GUHAHCOBbIM U pe-
MyTaUWMOHHbBIM NOTEPAM.

[laHHbBIV OTYET COAEPKUT CTAaTUCTUKY, COOPaHHYIO B XOAe paboT Mo aHanm3y 3almileHHOCTY
CUCTEM INCTAHLIMOHHOTO GaHKOBCKOrO OBCTYKMBaHMA, MPOBEAEHHDBIX CrielnanicTamy KOom-
naHuw Positive Technologies B 2015 rogy. B pamkax nccneaoBaHna NnpeacTaBneH Takxke cpaB-
HUTENbHbBIM aHaNM3 AaHHbIX, NOyYeHHbIX B 2015 rofy, C pe3ynbratamu aHanorMyHbIX MCCNeno-
BaHWin 2014 1 2013 rogos. 310 AaeT BO3MOXHOCTb OLIEHWTb AVHAMUKY Pa3BUTVA COBPEMEHHbIX
cnctem ABO ¢ ToukmM 3peHna obecneyeHna MHGOPMaLVIOHHOM 6e30MacHOCTH.



projects.webappsec.org/w/page/13246978/Threat%2520Classification
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1. Pe3iome

Bce cucrembl 160 yazsumbl

XOTA KpUTUYECKM OMacHbIX YA3BMMOCTEN B crcTeMax [JBO cTaHOBMTCA MeHbLUE, OHW NO-NPex-
HeMy BCTPEUAOTCA NPaKTUUYECKM B KaxAOM UHTepHeT-0aHKMHre. Jiwb B 10% cuctem [BO He
6b1110 OB6HAPYKEHO TaKMX HEAOCTATKOB (MPY 3TOM B HIX Oblf BbIABEHbB! Kak MUHVMYM YA3BM-
MOCTU CpefHel CTeneHn PUCKa).

B nonoswHe nccnefosanHbix cvctem AbO (55%) HapywmnTenb MOXeT NOMyYnTb KOHTPONb Haj
CYB n poctyn K 6GaHKOBCKOW TaliHe; B KaXkAOW UETBEPTOM CUCTEME — YKPaCTb A€HEXHble
cpencTea 6aHKa, 0bnaan Nonb3oBaTeNbCKMM JOCTYMOM K KIIMEHTCKOMY MPUIOKEHWIO, 1 eLlle
B 5% CryuaeB — cfienathb TO »Ke 6e3 KaknX-MMbo Npusmnerni. HapywmnTenb MOXKET NOMHOCTBIO
BbIBECTM 13 CTPOA cucTemy [1BO, ncnonssya KoHTponb Hag OC cepepa 1 apyrue ya3BrMmoCTH
40% cuctem).

MNokynHaa cuctema 16O He pgaeT rapaHTUM 3aWmnTbl

[0 CpaBHeHMIO C NPeablAYLLMMIA ToAaMI KONMYECTBO YA3BUMOCTEN BbICOKOWM CTEMEHN pUCKa
B cuctemMax [bO, nprobpeTeHHbIX Yy BEHAOPOB, CHU3UNOCH NMpakTniyecky Bagoe. OfHako Bce
TaKMe MPOAYKTbl MO-MPEXHEMY MOABEPXKEHbI KPUTNUYECKM OMAaCHbIM YA3BUMOCTAM (Hanpw-
mep, «<BHeaperuto onepatopos SOL» 1 «BHeapeHwmio BHELLHMX CyLHOCTeNn XMLy). Kpome Toro,
cnctembl ABO, nocTaBnAemble Cneumanv3vpoBaHHbIMN KOMAAHUAMK, B CpeHeM CoAepaT B
1,5—2 pa3a bonblile yA3BUMOCTEW, YeM CUCTEMBI COOCTBEHHOM Pa3paboTKy.

BeepeHHble B SKcr1yaTayuio cncTtemMbl He meHee yA3BUMbI, YeM TeCTOBbIe

B kaxxpoi cucteme [160, Haxoasawenca Ha CTaammn pas3paboTky, CyLeCTBEHHO Oorble YA3BMMO-
CTen, Yem B MPOAYKTMBHbIX CMCTEMAX (B OCHOBHOM 3TO HEAOCTATK/A CPeAHEro W HU3KOrO YPOB-
HA onacHoCTW). OHAKO NMOYTW MOMOBMHA BCeX yA3BMMOCTelN cucTem [1BO, yxke Haxoaawmxca B
3KCMNyaTaLUmnm, — KpUTUYECKM onacHble (40%). 1o 3TOMy MOKasaTento OHM axKe Xy»Ke TeCTOBbIX.

I'Ip06neMb| peannsaynn mexaHn3mMoB 3allTbl No-NpeXXHeMy aKTyaJibHbl

Mpenckasyembiii GopmaT naeHTUOMKATOPOB xapakTepeH Ansa Bcex cuctem [60, npu 3TomM BO3-
MOXHOCTb CMEHWTb NAEHTUDUKATOP €CTb TOMBKO Yy Monb3osaTenein 60% cucTem.

[1ByxdakTopHan ayTeHTUdUKALMA MPY BXOAE B NINUHbINA KAOWHET 1 NPOBEAEHWN TPaH3aKLui
MO3BOMAET CYLLECTBEHHO CHU3UTD PUCKN XULLEHMA JeHEXHbIX CPeCTB CO CYETOB MOSb30Ba-
Tenewn, ofHaKko no-npexHemy Bennka gona cnctem b0, rae Takme mexaHn3mbl He Npeaycmo-
TpeHbl BOBCe (24%) NMbO peani3oBaHbl HEKOPPEKTHO (29%). YA3BMMa NOUTK Kaxaaa BTopas
cucTemMa COBCTBEHHON pa3paboTku (45%), n faxe B cuctemax [bO, KynneHHbIX y BEHOOPOB,
JIOBOJIbHO YaCTO BCTPEYaloTCA TakMe HeoCcTaTKu (33%).

Kpome Toro, kaxpaan TpeTba cuctema [BO (35%) He obecneynBaeT 4OCTaTOUHYIO 3alUTy Cec-
CUW OT Nepexsata 1 NoCeayiollero UCNonb30BaH s 3/10YMbILIIEHHUKOM.

Cnctembl gna iOS Toxe yA3BUMbI

TpeTb yA3BUMOCTEN, OOHAPYKEHHbIX B MOOUbHBIX ccTemax AbO ana iOS, xapakTepusytoTcs Bbl-
COKOW CTeNeHbIO PYICKa. DT HEOCTATKM CBA3AHbBI C XPaHEHVEM 1 Nepeadeit BaKHbIX AaHHbIX B
OTKPbLITOM BUAE. AHaNOrMYHbIe YA3BMOCTM Oblivt 0OHapyxeHbl 1 B cnucTemax 16O noa Android.

MobunbHble cuctemsl [160, cozpanHble Ana paboTsl nof ynpasnernem iOS, no-npexHemy 06-
napatloT bonee BbICOKMM YPOBHEM 3alliuieHHOCTH, Yem Android-cuctemsl (tam 75% cuctem
NOABEPKEHbBI KOUTNYECKI OMACHbIM YA3BMMOCTAMI), OfIHAKO rapaHT1pOBaTh 6e30MacHOCTb KX
MCNONb30BaHNA YKe He MPUXOAUTCA.
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2. UcxoaHble faHHbIe

B pamkax npoBeAeHHOro 1uccnefoBaHus obino paccmotpero 20 cuctem 160, aHanm3 3aum-
LWEHHOCTW KOTOPbIX NpoBOoAMICA cneumnanmcTamm Positive Technologies 8 2015 roay. Bowsnu
B MICCIEA0BAHNE TaKXKe HECKONbKO GMHAHCOBbBIX CEPBMCOB, pPa3paboTaHHbX Ha A3bike 1C, B
OTHOLLEHNM KOTOPbIX MPOBOANNCE aHAMOMMUHbIE PabOThl M A/1A KOTOPbIX XapaKTepHbI Te e
yrposbl Vb, 4to 1 ana cuctem AMCTaHLUMOHHOTO 6aHKOBCKOrO 0OCyMBaHWA. B 0630p BoLwM
TOSBbKO Te CUCTEMbI, 118 KOTOPbIX MPOBOAUIICA Hanbonee MoMHbI aHanm3 C y4eToM NOTVKK KX
GYHKUMOHMPOBaHMA. Tak, He pacCMaTpUBaIOTCA CUCTEMBI Ha CTaaun Pa3paboTKy, [/18 KOTOPbIX
MPOBOAWACA TOMBKO MOMCK YA3BMMOCTEN Ha YPOBHE KOfla BeO-MpUnoxeHnsa 6e3 aHanm3a Bo3-
MOXHOCTEN HEeCaHKLMOHNPOBAHHOIO NPOBEAEHVA TPAH3aKLNI.

BONBLUMHCTBO MCCNe0BaHHbBIX CUCTEM NpefHa3HaueHbl AnA 00CYKNBAHMA GU3NYECKMX NNL|
(75%).

25%

I Ddusnyeckme nuuya

I IOpuanueckme nuua

75%

Puc. 1. Cuctemsl 16O no chepam 00CNYKMBaHWA KNMEHTOB

I CricTembl COBCTBEHHOMN Pa3paboTKu

I CucTembl, NocTaBnsemble BeHopamn

65%

Puc. 2. Tunbl cucrtem
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[lBe TpeTn nccnenoBaHHbIx cuctem 6O (65%) NpencTaBnAnmM cobo NPUNOKEHNA COOCTBEH-
HOW pa3paboTk 6aHkoB. OCTanbHble CUCTeMbI Oblv pa3BepHyYTh Ha 6ase nnathopm, paspabo-
TaHHbIX M3BECTHBIMM BEHOPAMU. B COOTBETCTBIM C MOMUTUKOM OTBETCTBEHHOIO Pa3rialleHus
MHGOPMALIMN 06 YA3BMMOCTAX B HACTOALLIEM OTUETE Ha3BaHVIsA KOMMaHWn-Npou3BoamTeneil He
yKa3blBatoTCA.

[na cozpanvia cuctem 160 cobCTBEHHOW Pa3paboTkm 6aHKOB B MoaaBnAtoLeM OOMbLIVMHCTBE
CNYYaeB 1Crosb30BaCA A3blK NPOrPAaMMUPOBaHVIA Java 1 Ntk B 8% crctem — TexHonorns 1C.

92%

I Java 1C
Puc. 3. Cpepnctsa paspabotkm cuctem 16O

B coctaB nccneayembix cuctem 6O BOWNM MOOWNbHBIE CUCTEMBI, MPEACTaBNeHHblE cepBep-
HOW 1 KNIMEHTCKOW YacTblo, AONA KOTOPbIX COCTaBmna 35%.

Cucrembl 16O

I MobunbHble npunoxexus 460

Puc. 4. [lona MO6UNbHBIX NPUOXKEHW cpeamn Bcex cuctem 16O

AHanusnpyemble CUCTEMbl HAXOAWIWCh Ha PA3IMUHBIX CTAAMAX Pa3paboTKX. BOMbLIMHCTBO
ObINV B MPOMBILLNIEHHOW SKCMyaTaumu, JOCTYMHbI ANA KIMeHTOB (75%). YeTBepTb pecypcos
npeacTaBnAv CObON TECTOBbIE CTEHbI, FOTOBbIE K MEPEBOY B MPOMBILLIIEHHYIO IKCTyaTaLio.

75%

I t t i
0% 20% 40% 60% 80% 100%
I MpoayKTVBHbIE CUCTEMDI TecToBble NNOWAAKN

Puc. 5. CooTHowWeHMe NPOAYKTUBHbBIX 1 TeCToBbIX cncTem 1bO

Bonble nonosuHel BeHaopCKKx cnctem AbO Haxoomnmchb B MPOMBILLIEHHOW SKClyaTaluy
(57%).
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3. 06wme pesynbraTbl pabot

3.1.  PacnpocTpaHeHHble yA3BUMOCTI 1 (BA3AHHbIE C HUIMN
yrpo3bl

B xome aHanu3a 3aumuieHHoCT cuctem [ABO B KaXKOOM M3 MPUNOXKEHNI OblA BbIABIEHI
HeAoCTaTK1 6e30MacHOCTL. B obLieit cnoHOCTW Obina BbifBeHa 171 yA3BMMOCTb. bonblias
YaCTb M3 HNX XaPaKTEPU3YIOTCA HMU3KOWM CTemneHbio prcka (39%). lona yA3BUMOCTEN BbICOKOW
CTeneH prcKka B 3ToM rofly coctasmna 30%, NpUMEPHO CTOMBKO e — cpeaHel (31%). B cpas-
HeHny ¢ pesynbratamn 2013—2014 rofoB AONA KPUTUYECKK OMAcHbIX YA3BUMOCTEN 3aMeTHO
CHM3MNACh (Ha 14%); 3TO NONOXKTENbHAA TEHAEHLMA, OAHAKO NPW AETaNlbHOM PaCcCMOTPEHNN
OKa3blBaeTCA, UTO YPOBEHb 3aLMLLeHHOCTH cucTem [1BO B Lenom ocTaeTca AOBOSIBHO HU3KMM.

[ 2015 30% 31%

| 2013-2014 44% 26%

I Bblcokuin puck I CpepHuin Huskuin

Puc. 6. YA3BMMOCTY pa3nmyHOM CTENeHN p1UcKa

B otmume ot mpoLunbix neT Bce nccnefosanHHble crctemsl IbO cogepxant no meHbsluen mepe
HEAOCTaTKN CpefHEro YPOBHA PHCK, MPW 3TOM MPaKTUYECKM B KaxkaoM 13 cnctem (90%) Gbinm
0OHapyeHbl KPUTUUECKIM OMacHble YA3BUMOCTH, UTO 3HaUMTENbHO Xyxe rnokasatenen 2013—

2014 ropos.
| 2015 90% 10%
| 2013-2014 78% 18%
o‘% 26% 40‘0/’0 6(;% 80“1’:’» 1 oé%
I Bbicokuin puck I CpepHuii Hu3knin

Puc. 7. [lonn cnctem No MakcUManbHOWM CTeNeHr puUcka yA3BUMOCTe

PacnpepeneHvie yA3BMMOCTEN MO KaTeropuam MpPakTUYECKM COBMAAaeT C pesysbratamu npe-
OblOyLmMx neT: 6onblias YacTb yA3BUMOCTEN (36%) CBA3aHa C OWKMOKaMK B peanvizaumm me-
XaHU3MOB 3alMTbI, 3aN0XKEHHbIX pa3paboTunkamn (B8 2013-2014 rogax mx [ons COCTaBNANa
42%). K 37Ol KaTeropum OTHOCATCS, B YaCTHOCTW, HEAOCTATKM MEXAHW3MOB UAEHTUOUKALMN,
ayTeHTUOVKaLmn 1 aBTopmsaumn. He vameHunach B8 2015 rogy [onA yA3BKMMOCTel, CBA3aH-
HbIX C OWMOKaMI B Kofle MPUIOKEHWI, TakMX KaK «BHeapeHue BHELIHMUX CylHocTen XMLy,
«MexcantoBoe BbinosnHeHve clieHapres» (B8 2013-2014 rogax oHa cocTtaBnana 36%). MNpouve
ys3BUMOCTU cucTem [IBO CBA3aHbI C HEAOCTaTKaMK KOHOUrypaLmm (paHee vx Aona COCTaBNs-
na 22%, Tenepb 27%).
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I HepoctaTkn peanusauyun
MeXaHV3MOB 3aLyuTbl

I HepocTaTkn kKoHurypaumum

I Ysa3BMMOCTU B KOfie
npunoXxeHnAa

YcTapesLuee nporpammHoe
obecneyeHne

36% 27% 36%

Puc. 8. YA3BuMOCTV No KaTeropmnam

B ommure oT npeapblaywnx neT B AByxX McCnefoBaHHbX cuctemax [JbO Obina BbiABneHa yA3-
BMMOCTb, CBA3aHHaA C OTCYTCTBMEM aKTyaslbHbix 0OHOBNeHNI Be3onacHocTH (CVE-2015-1635).
STa yA3BUMOCTb BO3HMKIA 13-33 OLUMOOK B KOMMOHeHTe HTTPsys, peanusyiolem cTek npoTo-
kona HTTP, u et nogsepeHbl OC cemeiictBa Windows. [NoapobHee yA3BMMOCTb OnmcaHa B
GlonneteHe 6e3onacHOCTY komnaHum Microsoft MS15-034, onybnmkosaHHoOM 14 anpena 2015
rofa. JKCryaTauma ya3BUMOCTI OCYLLECTBACTCA NMpw NMOMOLLM cnelmnanbHoro HT TP-3anpoca
1 MOXET MPUBECTU K OTKa3y B OOCTYKMBAHMM aTaKyemow CUCTEMbI MW BbINIOIHEHWIO MPOW3-
BOJIbHOIO KOAa.

BaXKHO OTMETUTD, UTO CTONb Manaa aona cuctem [160, NnoaBEPKEHHbIX YA3BUMOCTAM [JaHHOM
KaTeropwuu, He O3HAYaeT, UTo AnA BCeX OCTaNbHbIX NCCeOBaHHbIX CUCTEM OCYLLECTBANACh
CBOEBPEMEHHasA YCTaHOBKa OOHOBNEHWI. [1ns 6OMbLUMHCTBA CUCTEM aHaNM3 3aLULLEHHOCTY
NPOBOAMICA C MCMONb30BaHVEM METOAOB YEPHOTO 1 CEPOTO ALLMKA, TO €CTb C MPYBUNEMUAMY,
MAEHTUYHBIML NPUBUNEMMAM NOTEHLMANBHOMO 3N0YMbILLNEHHVKA. DTO O3HaYaeT, yTo B Aen-
CTBUTENBHOCTM B cncTeMax [bO mornv npucyTcTBOBaTh yCTapesLwme sepcum 0.

Hanbonee yacTto B cuctemax 16O BCTpeYanuch yA3BUMOCTH, MO3BONSIOLME MOMYYNUTb HECAHK-
UMOHMPOBAHHBIV AOCTYM K AaHHBIM MOMb30BaTenei. K 3Toi KaTeropun B OCHOBHOM OTHOCATCA
HEeLOCTaTKM aBTOPU3aLMM. TaKUM KPUTUUECKM OMacHBIM HefloCTaTkam NoABepKeHb bonee no-
NOBWHBI MccnenosaHHbix cnctem O (55%). ITO roBOPUT O HEAOCTATOUHOM BHUMAHUW pa3pa-
HOTUMKOB K BOMPOCaM peanm3alym MexaHU3MOB 3allimnThl.

Ha BTOpOM MecTe no pacnpocTpaHeHHOCT (50%) okasanach YA3BMMOCTb CPEAHENO YPOBHA
pucka «<HegocTatouHan 3amta ceccum». Ciofla OTHOCATCA HEKOPPEKTHOE 3aBepLUEHNE CECCUI
Nosnb30BaTeNel, HeKOPPEKTHaAsA HACTPOKa Cookie-napameTpoB, BO3MOXHOCTb MapaniensHoi
PabOoTbl C HECKOMBKMMM aKTUBHBIMM CECCUAIMM /11 OAHOTO MOJb30BaTeNs, OTCYTCTBUE NPUBA3-
Kn ceccnn K IP-agpecy KnueHTa 1 Apyrve HefoCTaTKu.

Ha TpeTben CTpouke perTUHra pPacnonoXMICA HeOCTaTOK HU3KOW CTeneHW OMnacHOCTU
«/IneHTVGMKaUMA NPUIOKEHNIY, A0NA YA3BUMBIX CUCTeM cocTaBmna 40% (Ha 17% Hiixe, Yem B
npoLunsle rofpl).. CTOUT OTMETUTb, UTO NPeXae NepBble CTPOUKN PENTMHIA 3aHUMaNM MMEHHO
YA3BYMOCTI HU3KOTO YPOBHA PUCKA.



http://www.cvedetails.com/cve/CVE-2015-1635
https://technet.microsoft.com/en-us/library/security/ms15-034.aspx
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..................................................................................................................................................................................

YeTBepTYIo 1 MATYIO CTPOUKM PENTUHIA 3aHANM KPUTUYECKM ONacHas yA3BMMOCTb «BHeapeHne
BHELLHWX cywHocTer XML» 1 yA3BMMOCTb CpefiHero YpoBHA prcka «MexcantoBoe BbinosiHe-
HVie CLieHapueB».

| HepoctatouHas ABTOPM3aumA Npn 4oCTyne K AaHHbIM nonb3osatenen

N, /0000000000000 55%
/444424

| HepocTatouHas 3awumTa ceccuin

N, )0 0000000000002 50%
4

| NpeHTudmnKaLma npunoxeHnin

)0 0000000000 00000000000 A0%
iz

| BHeppeHwue BHewHMX cywHocTeln XML

) 00 0000000000000 35%
444

| MexcaiiToBoe BbINONHEHVe cueHapunes

000 0000000000002 30%
iz

| HekoppekTtHaa peanusauua mexaHusma OTP

)00 00 0 0000000000000 25%
444444

| ATaKu Ha oKpyrneHve

)00 00 0 0000000000000 25%
/44444

| He6e3onacHas nepefaya AaHHbIX

)00 00 00000000002 25%
444

| HepocTtaTouHas 3awwmTa ot nogbopa y4eTHbIX JaHHbIX Nofb3oBaTenei

)00 00 00000000000 25%
444444

| Pa3rnaweHune BaxKHbIX AaHHbIX

|77
444444

i 4 4 4 4 I
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2013-2014 ropap! I I I 2015 rop (BbICOKWIA, CPEAHNUIA N HU3KINI PUCK)

Puc. 9. Hanbonee pacnpoctpaHeHHble ya3umocTu cuctem 6O (nons ya3srMbIX CUCTEM)

COBOKYMHOCTb Pa3fiNyHbIX YA3BMMOCTEN, BLIABNEHHbIX B XOAE aHammM3a 3alinueHHOCTH, NMo-
TEHLIWANBHO MOXET MPUBECTV K peani3aumnn paaa yrpo3 MHGOPMALIMOHHOM 6e30MacHOCTY.
B pamkax nccnefnoBanuna Obinn BblfeneHsl Harbonee onacHble yYrpo3bl, KOTOpble MO ObiTh
peann3oBaHbl B oTHoLLeHMK cnctem [BO.

B 5% nccnenoBaHHbIx cuctem [16O Obina BbiABNEHa BOIMOXKHOCTb XMLLIEHWA AEHEXHbIX CPEACTB
NoNb30BaTeNs B pe3ysbrate KCrUyaTalui BHEWHVM HapylWUTenem KOMOMHaLMA YA3BMMO-
CTell Pa3UHbIX KaTeropnii (HeoCTaTOYHOM 3alWThl CECCUM 1 HefOCTaTKOB peanm3aumy
MEXaHM3MOB BYXDAKTOPHOW ayTeHTUdMKALMI). B OTHOWEHMM 25% UCCnefoBaHHbIX CUCTEM
[BO MoryT ObITb Pean30BaHbl Cepbe3Hble Yrpo3bl 6e30MacHOCTI, TaKME Kak Kpaxa AEHEXHbBIX
CPefcTB CO CTOPOHbI aBTOPK30OBAHHOrO MOSb30BaTENA. HapylmTens MOXET MCMONb30BaTD,
B YACTHOCTY, aTak/ Ha OKPYrfeHne, HeCaHKLMOHMPOBAHHBIY JOCTYMN K onepaumusam [pyroro
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NONb30BaTeNd, @ B HEKOTOPbIX Clyyasx BHeApeHWe onepatopoB SQL. B pe3ynbrate nogobHbIx
LEVCTBUIN HapywmMTens 6aHKA MOryT MOHECTH CyLeCTBEHHble GYHAHCOBbIE 11 PenyTaLUMOHHbIe
notepw. Kpome toro, B 10% ciyuaes BoamoxeH goctyn k OC cepeepa cictembl [160. B Kaxgom
BTOPOM MpoeKTe (55%) Oblna BbiABNEHa BO3MOXKHOCTb OCYLIECTBAEHWA HECAHKLMOHMPOBAH-
Horo goctyna k CYB/, B KOTOPbIX XPaHATCA BaxHble AaHHble (MepCOHanbHble JaHHble MONb30-
BaTenen, JaHHble MAATeXHbIX KapT, PUHAHCOBAA MHOOPMALVIS).

25% 5% 10%

I Kpax(a AEHEeXHbIX CPeACTB CO CTOPOHbI
BHELHEro 310yMblLlWNEHHNKA

I Kpasa aeHeXHbIX CPeACTB CO CTOPOHbI
aBTOPW30BaHHOTO NOJb30BaTeNA,
poctyn k OC vnn CYBJ

Kparka AeHexHbIX CpefjCTB CO CTOPOHbI
ABTOPM30BaHHOrO NMoJsib3oBaTenA,
? HeCaHKLlVIoHVIpoBaHHbII;I Aoctyn

K 6aHKOBCKOW TalHe

I Joctyn k CYB[, nnu daiinosoii cucteme,
HeCcaHKLVOHNPOBAHHbI AOCTYN
K 6aHKOBCKOI TaliHe

JocTyn K daitnoson cucteme nnm CYbJ

I HecaHKLUMOHNPOBaHHbIN AOCTYN
K CBefjeHNAM, COCTaBNAIOLMM 6aHKOBCKYIO
TaiiHy Ha yPOBHE OTAESNbHbIX KIMEHTOB

30% 15% 15%

Puc. 10. Yrpo3bl nHbopmaumoHHoi 6e3onacHocTv cuctem AbO (nonm cuctem)

BaXKHO OTMETUTb, UTO YA3BUMbIMI ABAAKOTCA KaK CUCTEMbI COBCTBEHHON Pa3paboTKi GaHKOB,
TaK 1 CUCTEMbI, TPUOOPETEHHbBIE Y KDY MHbIX BEHAOPOB. Kpome TOoro, BO3MOXKHOCTb peanm3aLmin
Ha3BaHHbIX Yrpo3 OOHapYKeHa B pasinuHbix cuctemax AbO BHE 3aBUCKMMOCTI OT CTAANUM KX
Pa3paboTKM (TPOAYKTUBHbIE YA3BKIMbI HE MEHbLLIE TECTOBbIX).

3.2.  Yassumoctu cuctem J1b0 ana pusnueckux v opuandeckux nuy

[1ns 060MX TUMOB CUCTEM [JONA HeLJOCTATKOB Peann3aLivin MexaHU3MOB 3aLLMThl OTHOCUTENBHO
HeBenuKa: OHM OOHaPY»KEHbI B KaxaoW TpeTbel cucteme. [pn 3TOM BblABMeHa TeHAEHUMA K
CHVPKEHWIO 0NN CUCTEM ANA PUANYECKMX UL C TakMMI HeflocTaTkamu (C 47 1o 31%).

Honu pa3nnuHbix cuctem 6O, B KOTOPbIX BbIABAEHbI YA3BUMOCTI ABYX APYIVX KaTeropui, 3a-
METHO pa3nnyatoTcs. HepgoctaTkin KoHGUrypaummy B [iBa pa3a valle BCTPevanvch B CUCTEMax
ANA GU3UYECKUX NIL, NPY 3TOM YA3BUMOCTY B KOLIE MPUNOXKEHUI BCTPEYANUCh B TaKWX C1CTe-
Max BIBOE pexe. Vcnonb3osaHme ycTapeBlwnx sepcuii MO ObIN0 BbIABNEHO TONBKO B CUCTEMAX
LJ1A IOPUANYECKIX SINLL.

Mo cpaBHeHwuio ¢ pesynbratamn 2013-2014 rofos HabniogaeTca CyllecTBeHHoe yBennyeHve
[0V PECYPCOB, B KOTOPbIX BbIABMEHDI T€ MM MHblE HeJOCTaTKM KoHGUrypaumm cuctem [BO
Ans dusmueckmx 1L (€ 22 ao 38%).
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30,6% 2,8%
|
| Opuanyeckie nnua
37,2%
I
| Duizndeckie nuua
| t t t t |
0% 20% 40% 60% 80% 100%

HepocTaTkn peanusauy MexaH13MOB 3aLuTbl
HepocTaTkn kKoHpurypaumm

Ya3BUMOCTU B KOge npunoXxeHua

YcTapesiuee nporpaMmmHoe obecrneveHue

Puc. 11. YA3BUMOCTYM pasnvuHbiX KaTeropui B cuctemax ana Gr3nyecknx v opuamniecknx nud (4onm cuctem)

[lonn yA3BMMOCTEN pasnnyHbIX YPOBHEN P1CKa B CCTeMaX AnA GU3MUECKIX U I0pUONYECKIX
NNL OTAIMYAIOTCA HE3HAYNTENBHO (CM. PUC. 12). 3aMETHO CHIXKEHWE A0 KPUTUYECKM OMACHbIX
YA3BMMOCTEN B CPaBHEHWN C NPeablay LMy rofgamm (Ha 19% ana iopnandeckinx 1 Ha 12% ona
dur3nyeckrx nuLy). Boapocnu, COOTBETCTBEHHO, AONM HEJOCTATKOB CPEIHErO U HU3KOrO YPOB-

Hen prncka.

28,8% 26,0%

[

| tOpunanyeckune nuua
30,6% 34,7%

[ D

| Duiznueckmre nuua

0% 20% 40% 60% 80% 100%

I Bbicokuin puck I CpepHuin Huskui

Puc. 12. CreneHb pucka ya3BUMOCTEN (CUCTeMbl ANA GU3MUECKIX U I0PUANYECKIX NTULL)

100%

| Opuamnyeckme nna

87% 13%

| Duiznyeckme nnLa

O“’rh 20% 40% 60% 80% 100%
I Bblcokuin puck I CpepHuit
Punc. 13. MakcumanbHasa cTeneHb prcka ya3BrMocTel (A0NA yA3BUMBIX CUCTEM)
TeHaeHUMA CBUAETENbCTBYET O HEKOTOPOM ynydlleHuy be3omnacHocTu cuctem [IBO, opHa-

KO O6I_Ll,aﬂ 3aWLNUEHHOCTb BCE PABHO OCTAETCA Ha AOBOJIbHO HM3KOM YPDOBHE. Bce nccnepno-
BaHHbIE pPeCypCbl COAepPaT YA3IBMMOCTW, NP 3TOM BCe 6e3 VCKIoYeHMst CUCTEMBI ,D,BO and
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OPUANYECKUX MWL MOABEPKEHDBI KPUTUUECKM OMACHBIM YA3BUMOCTAM. (AHaNOrMYHble pe3ysib-
TaTbl ObINM MOMyYeHbl ¥ B Npeapbiayline rofpl.) Bce cuctemsl [IBO ansa dmznmyeckux nuu noasep-
KeHbl YA3BUMOCTAM Kak MUHMMYM CPELIHErO YPOBHA PUCKA.

B cuctemax IBO ana opuandecknx any 8 2015 rofy 00U KPUTUYECKM ONacHbIX YA3BNMOCTEN
N HEe[OCTATKOB HW3KOW CTeNeHN ONacHOCTM NPAKTUYECKM He U3MEHMINCE, NP 3TOM Konnye-
CTBO YA3BUMOCTeW CpefiHel CTeMNeHV PUCKa Ha OfiHY CUCTeMY BO3POCSIO B HECKOMBbKO Pas.

| Duznyeckme nvua

|77 2
| 7777 A2 R
7720022002202

| Opuanyeckne nuua

777Z7ZZZZ
| 7ZZZ
4

I Bblcokuin puck I CpepHuin Huzkuin

Puc. 14. CpefiHee KONMYeCTBO YA3BUMOCTEN PA3fIMYHOrO YPOBHS PUCKa Ha OfHY CUCTEMY

HOJ‘I)/LIE‘HHbIE‘ pe3ynbratbl CBUAETENBCTBYIOT O TOM, YTO YPOBEHb 3alMILEHHOCTN CUCTEM [1pO
OnAa ropnanyecknx vy CywecTtBeHHO CHU3UNCH;, B CMCTeMax AJ1Aa C])l/Bl/ll-leCKl/lX iy OH MOHW-
3WICA NNLWb HE3HAUNTENIBHO B KaXK[OW KaTteropuy, a B Le/IoM OCTasICA Ha TOM e, AOBOJIbHO
H3KOM, YPOBHE.

3.3. Yazsumoctn cuctem [160 ana cuctem cobctBeHHON
pa3paboTKI 1 CMCTeM OT NPodeccoHanbHbIX BEHAOPOB

B cuctemax, npriobpeTeHHbIX 6aHKamu Y M3BECTHBIX BEHAOPOB, 104 YA3BMMOCTEN, CBA3AHHbBIX
C oWKnbKam1 B MPOrpaMMHOM KOfle, OKa3anach BblllE, YeM B CMCTEMax COOCTBEHHOW pa3pa-
60TKM 6aHKoB (40% npoTre 28%). B TO e Bpemsa B CUCTeMax COBCTBEHHON pa3paboTku Obin
BbIABNEH OONBLWNIA MPOLIEHT YA3BMMOCTEN KOHUIypaLwmm Mo CpaBHEHMIO C NnatdopMamin, No-
CTaBnAeMbIMY BeHopamu (35% npotus 27%). [lonv ya3BuMOCTEN, CBA3aHHDBIX C HeAOCTaTKaMu
peanr3aLmn MeXaH13MOB 3alLMThl B CUCTEMAX COOCTBEHHOW pa3paboTKM U B CUCTEMAX BEHAO-
POB Pa3NNYAIOTCA HE3HAUMTENBHO.

32,9%
| CuncTembl, nocTaBnsAemble BeHaopamun
36,5%

| CucTembl COGCTBEHHOM Pa3paboTKm

I } } } } )
I t t t t i
0% 20% 40% 60% 80% 100%

I HepocTaTkn peanusaumm MexaH13MOB 3aLuTbl
HepocTaTku KoHdUrypaumm

YA3BMMOCTM B KOZE NPUSIOKEHNA

Puc. 15. [Jonn pasnnuHbix TUMOB YA3BMMOCTEN B CUCTEMAX PasHbiX Pa3paboTumkoB
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...............................

...................................................................................................................................................

YrnomsaHyTasa paHee ysa3BrMoCTb MS15-034, cBA3aHHas C OTCYTCTBMEM aKTyasbHbIX OOHOBNEHMI
6e3onacHocTv Windows, Obina BbisiBNeHa B TeX NMPOeKTax, rae pacCMaTpVBaniucb BEHAOPCKME
CUCTEMBI. BbINO MPUHATO peLleHre He yUnTbIBaTb AaHHYIO YA3BMMOCTb B OTUETE, Tak Kak 3TOT
HEAOCTATOK He MOXET OblTb OTHECEH HEMOCPEACTBEHHO K NMpeaocTasneHHoMy BeHaopom 0.

BaXKHO OTMETUTD, UTO B CPaBHEHWI C pe3ynkTaTaMi NPOLWbIX NIET NOYTY B [1Ba Pa3a BO3POC/a
pona cuctem [160, noctaBnaemblx BEHAOPaMK, B KOTOPbLIX OOHAPYeHbl HEAOCTATKN KOHOU-
rypaunu (C 14 no 27%). B apyrnx kateropuax yA3BMMOCTEN CTOMb 3HAUMMBIX U3MEHEHWI He
oTMeYyeHo. YTto kacaeTcs cnuctem IbO cobCTBEHHOM pa3paboTKM GaHKOB, A0S CUCTEM C OLLINGO-
KaMu B KOAe OCTanach Ha NpexHem YPOBHE, ApYrie MokasaTenn N3MEHUICh HE3HAUNTENBHO.
B Lienlom ypoBeHb 3alMLLEeHHOCTI CUCTEM 000X TUMOB OCTAETCH HUKMM.

Ba’KHO OTMETUTb 0BLLEE CHIKEHME KOMMUeCTBa YA3BUMOCTEN, MPUXOAALLMXCA B CpeHeM Ha
ofHy cucTemy. Mpr STOM NMPOCNEXNBAETCA TEHAEHLUMA K BbIABIEHMIO OOMbLIErO YnCia yA3BK-
MOCTEl MMEHHO B CUCTEMAX, Pa3paboTaHHbIX BeHAOPamMM. baHKu yaensior 60mblue BHUMAHIIS
6630MacHOCTY CBOMX COBCTBEHHbIX MPOYKTOB B MpoLiecce pa3paboTky, MPOAYKTbl BEHAOPOB
bonee yA3BMMBI.

Ha kaxayto cuctemy, pazpaboTaHHY0 M3BECTHBIM BEHAOPOM, B CPeIHEM NPUXOAUTCA NpUMep-
HO B MOATOPa-718a pa3sa borblie OWKMOOK. ITa TeHAEHUMA OblNa OTMeYeHa BO BCe NpefblayLie
nepunopsl UCCNeaoBaHNiA 1 OBbACHAETCA TeM, YTO NPK UCMoNb30BaHMK cucTembl 1bO, nocTas-
NAeMO BEHAOPOM, OaHK B BOMPOCaxX KOHTPOMA KayeCTBa Kofda MonaraeTcst B OCHOBHOM Ha
NoCTaBLLVIKa. [1pn 3TOM CNIOXKHasA apXUTEKTYPa, KPOCCMNaTGOPMEHHOCTb 1 BOMbLIOE Konnye-
CTBO OYHKLWI Takmx CUCTEM He BCerfja NO3BOMAIT BEHAOPY 06eCneunTb AOMKHbINA YPOBEHb
3aLMLLEHHOCTM Ha YDOBHE KOfa MPUNOXEHNS.

| Hepoctatkun peann3aynm MexaHM3moB 3aunTbl

777 2
4444

| HepoctaTku KoHUrypaumm

77777777
44444

| YAa3sBumocTy B Koae npunoXKeHusa

77/ R
44

I CucTembl, nocTaBnAemble BeHAOpamn

CucteMbl CO6CTBEHHO pa3paboTKu

Puc. 16. CpefHee konmnyecTso yA3sBMMOCTen 8 cnctemax JbO

B cncTemax, noctasnaembix BeHLOPaMK, 27% BbIABIEHHbIX YA3BNMOCTEN XapaKTepU3yoTCA Bbl-
COKOW cTeneHbto prcka. Kaxaasa TpeTba cuctema 16O cobCTBeHHOM pa3paboTku TakKe coaep-
MKUT KPUTWYECKI OMacHble YA3BUMOCTM. B LENOM COOTHOLLEHNE HeOCTaTKOB BCEX YDOBHEN
pUCKa ONA CUCTEM [BYX TUMOB Pa3NYaeTCA HE3HAUUTENbHO. 10 CPaBHEHMIO C MOKa3aTend-
MU MPOLWbIX NeT HabmoAaeTcA TeHAEHUMA K CyLIeCTBEHHOMY CHYXKEHWIIO JONW KPUTNYECKHM
ONacHbIX yA3BMMOCTel, 0cobeHHo ana cuctem 16O OT BeHAOPOB, rae A0A Takmnx HEAOCTATKOB
YMEeHbLIMAACh NPaKTUYECKN BOBOE.
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27,1% 35,3%

| CrcTembl, NproBpeTeHHbIe y BEHAOPOB

32,6% 26,7%

| Cunctembl cOGCTBEHHOM pa3paboTkn

| . . . . |
f f f f f !
0% 20% 40% 60% 80% 100%
I Bbicokuin puck I CpepHuii Hun3knin

Puc. 17. CreneHb pucka yazBumocTeit (0onm ot obulero uncna)

Mpn HabnoaaeMOM CHIKEHUW AOAN KPUTUYECKI OMACcHbBIX YA3BUMOCTEN OTHOCWUTENbHO O6-
LWEro WX Y1cna Takue HeaoCTaTKn Obiv BbiSBEHbl abCOMOTHO BO BCEX UCCNENOBAHHBIX CU-
ctemax [1IbO, npriobpeTaemblx 6aHkamMu y NpodeccnoHanbHbix BeHAOPOB. [laHHble NoKasatenu
3HaUMTENbHO Xy»Ke pe3yNnbTaToB NpefpblayLlero neproaa UccneaoBaHus, koraa B 17% cuctem
[1BO ot BeHAOPOB He Obl10 0OHAPYKEHO YA3BUMOCTEN BbICOKOW CTEMEHN PUCK], @ B 6% TaKmx
CUCTEM 1 BOBCE Dbl BbIABIEHBI NWLLL HE3HAUMTENbHbIE HEAOCTATKN. Pe3ynbTaThl, NonyUYeHHble
8 2015 rogy Ans cuctem COBCTBEHHOW Pa3paboTKK, OTIMYAIOTCA OT AaHHbBIX MPeablayLMX neT
He3HaUNTENbHO.

100%

| CuncTembl, nocTaBnAemble BeHfopamn

71% 29%
N S —

| Cuctembl COBCTBEHHOM pa3paboTKn

0% 20% 40% 60% 80% 100%
I Bbicokuin puck I CpepHuin
Puc. 18. [onn cuctem 16O No MakcrmanbHOM CTeNeHr prcKa yA3BMMOCTEN

Ha kaxkayto cuctemy, npuobpeTeHHyto Y BeHAO0Pa, B CpeaHeM MPUXOAUTCA 3,3 KPUTUYECKHM
OMaCHOM YA3BMMOCTY, UTO B 3 pasa Jlyulle COOTBETCTBEHHOIO 3HauYeHVIA, NoMy4YeHHOro B Npo-
wrnble rofpl. Ana cmctem cobCTBeHHON pPa3paboTKM AaHHbIA MOKa3aTeb COCTaBnAeT 2,2 ya3-
BMMOCTY, UTO TakXke MeHblUe NoKasaTenen 3a NpedplayLimi Nnepyuos NpuMepHo B 3 pasa (cm.
puc. 19).

I Cucrembl, NocTaBnAemMble BeHgopamn

| 7;/;/;z2z22m
| Z7Z77Z
iz’

| Cucrembl COBCTBEHHOM pa3paboTKn

| 77777
|77 A/
444424

I Bblicokuin puck I CpepHuin Huskuin

Puc. 19. CpepiHee KonMuecTso yA3BUMOCTEN B CUCTEMAX Pa3HbiX Pa3paboTynKoB
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B uenom kaxpas cuctema [1bO, pa3paboTaHHas BeHAOpamy, B CPEAHEM COAEPXKUT BonblUe
YA3BMMOCTEN, Yem B CpeJHEM OAHO NPUNOXKEHVE COOCTBEHHOW Pa3paboTKM GaHKOB, MOCKOb-
Ky COOCTBEHHbIE CUCTEMbBI MPOEKTUPYIOTCA NOf KOHKPETHYIO apXUTEKTYPY 1 MMEIOT 3aBefjo-
MO NpefyCMOTPEHHbIE GYHKLMK, UTO AenaeT 1x 6onee NpoCTbiMI 1, CleA0BaTeNbHO, MeHee
YA3BUMbIMM.

Onmpaschb Ha NosyyYeHHble Pe3ysibTaTbl, Mbl HE MOXEM YBEPEHHO YTBEPXKAATb, UTO BCE CUCTE-
Mbl BCEX BEHJOPOB CErofiHsA TaK »e YA3BMMbl, Kak PacCMOTPEHHbBIE B PAMKaX MCCIEAOBaHMA.
OnHako nonyyeHHble HaMmK JaHHbIE B NI06OM C/lyuae MOKa3sblBatoT, UTO MprobpeTeHne cucTe-
Mbl 16O y npodeccnoHanbHOro BEHAOPa He rapaHTUPYET BbICOKOTO YPOBHS 3aLLUMLLEHHOCTY.
Mepexof OT CUCTEM M3BECTHBIX BEHOPOB K COBCTBEHHOW Pa3paboTKe TOXe He AaeT, BIPOoUeN,
NOAOGHbIX rTapaHTUIA.

BeHnopbl MOCTOAHHO BeflyT PaboTy MO YCTPAHEHMIO YA3BUMOCTEN, BbISBMEHHbBIX B pe3ysbTa-
Te paboT MO aHanM3y 3alMLLEHHOCTH, U BbIMYCKAIOT COOTBETCTRYIOLLME OOHOBMEHMS. YTO6bI
0be30nacuTb NMPOaAyKTVBHbIE cucTembl IBO OT 3kCrnyaTauum yA3BUMOCTEN [0 BbINyCKa UC-
NPaBNeHnii BEHAOPOM, — a TaKKe B CJTyuae MCMOMb30BaHNA COOCTBEHHbIX CUCTEM, — PEKO-
MEHAYETCA MCMONb30BaThb NPEBEHTMBHbIE CPEACTBA 3Tl — MEKCETEBbBIE SKPaHbl YPOBHA
npunoxeHnsa (web application firewalls). [omymo Toro, peKomeHayeTcAa NPOBOAUTL aHanm3
3awmeHHocT cnctem 16O Ao BBOMA VX B SKCMUTYaTaLMIO Ha KaXKOM 3Tare pa3paboTkn — C
obecrneyeHviem KOHTPOSS UCMPABNEHMA BbIABIEHHbIX YA3BMMOCTEN. Takke HeoOXonMmMo pery-
NAPHO (K NpUMepy, ABaXK[bl B rOfl) TECTUPOBATh CUCTEMY B XO[le SKCrTyaTalyin — BHe 3aBUCH-
MOCTW OT TOrO, KTO ee pa3paboTan.

3.4.  YA3BMMOCTY TeCTOBbIX U NPOAYKTUBHbIX cucTem [160

B naHHOM pasfene npumeeaeHbl pesynsraTsl MCCIeA0BaHNA YPOBHA 3alUWLLEHHOCT TECTOBbIX
cnctem IbO v anctem B0, yxke Haxoaawmxca B skCnnyataumm. 4na TecToBbiX CMcTem Jonm
YA3BMMOCTEN, BO3HVKLIVX BCNEACTBME HEOCTATKOB Peanv3al MEXaHM3MOB 3aLMTbl 1 He-
KOPPEKTHOM KOHOMIYpaLmn, OKa3anmnch Bbille, Yem A0NA OWMOOK B KOAE NPUNOXKEHWI.

B npeablayLve roabl B Kaxaon BTOPON cUCTEMe, HAaXOAALLENCA Ha dTarne pa3paboTkn (49%),
ObInV1 BbIAIBNEHbI HEAOCTATKM peanv3aLny MexaH1n3MoB 3alluTbl. YTo KacaeTca npoayKTUBHbIX
canctem B0, B 2013-2014 rofgax B HKX Takke Obi PacrpOCTPaHeHbl UMEHHO 3TV HEAOCTATKM
(41%).

OnwucaHHan Bbllwe ya3BMMOCTb MS15-034 6bina BbliABneHa B cuctemax b0, Haxogawmxca Ha
3Tane pa3paboTKu.

35,6% 2,7%
|
| TecToBble MOLWaaKM
32,9%
| MpoayKTVBHbIE CUCTEMbI
| t t t t |
0% 20% 40% 60% 80% 100%

HepocTtaTku peanusaLum MexaHU3MOB 3aLLnThI
HepocTaTkn KoHpUrypaumum

Ya3BumocCTu B Koge npunoXxeHua

YcTapesLiee nporpammHoe obecnedeHme

Puc. 20. [lonm pasnnuHbix KaTeropuin ya3BrMmocTen
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KonmyecTBo yA3BMMOCTEN Pa3AnUHbBIX KAaTeropwi, MPVXOAALLMXCA B CPEAHEM Ha OfHY TecTo-
BYIO CUCTEMY, CYLECTBEHHO BbILLIE aHANOMMYHbIX MOKa3aTenei Ana NnpoayKTBHbIxX cuctem AbO.
TO NOHATHO, Tak Kak B NMpoLiecce Co3fanHna NPUAOKEHVA MOTYT ObiTb AOMYLIEHbI OWNOKN, KO-
TOpble OyAyT MCMPaBNATLCA Ha NOCIEAYIOLMX STanax PaboTbl. AHaNM3 3aLMILEHHOCTH B OTHO-
LWEeHMM 3TUX CUCTEM NPOBOAUTCA, CPEAV MPOYETO, MEHHO C LIEMbIO BbIABNEHNA TaKMX OLUMOOK.

Ba)KHO OTMETUTb, UTO KONMUECTBO HeOCTaTKOB KOHOUIypaLmMn 1 peanv3aumm MexaHu3moB
3aLUMTbI ANA TECTOBBIX CUCTEM OCTaNOCh MPUMEPHO Ha TOM XKe YPOBHE, YTO 1 B MPOLWLJIbIE FOAbI.
OWmbOoK KoAa NPUNOXeHWA B TECTOBBIX cicTemMax B 2015 rofly BABoe 6onblie, yem B 2013-2014
rofiax, a B NPOAYKTUBHBIX CUCTEMaX, HA0OOPOT, MeHbLLE B 5 pa3. ITO rOBOPUT O TOM, UTO 6GaH-
KV CTanm ynenaTb 60nblie BHUMAaHWA 3aLULLEHHOCTH TeX MPOrpamMmMHbIX MPOAYKTOB, KOTOpbIe
npeanaratoT CBOVIM MOMb30BaTENAM.

| HEHOCTaTKVI peann3aunn mexaHM3MoB 3aLnTbl

777
Zzzzzcczzzzzzzyyad?zd

| HepoctaTku KoHdUrypaumm

|72
Zvlaazzzzzzzzzzz4

| YA3BUMOCTU B KoAe npunoxeHusa
7
itz

I TecToBble NnowWaaKkn

MpoayKTnBHbIE CUCTEMbI

Puc. 21. CpepaHee KOMMYECTBO YA3BUMOCTEN Pa3NIMYHOrO BIa B TECTOBbIX 1 MPOAYKTUBHbIX CUCTEMAX

OpHako fenatb NonoXuTesbHbIe BbiBOAb! O 3alMLLeHHOCTU ciucTem [BO, HaxoaaWwmxca B 3KC-
nyaTaumm, paHo, Tak Kak YpOBeHb OMacHOCTM BbIABNEHHDBIX B TaKWX CUCTEMaX YA3BUMOCTeN
NO-MPEXHEMY BbICOKMI. [1onA KpUTUUYECKIM OMACHbIX YA3BMMOCTEN B MPOAYKTUBHBIX CUCTEMAX
CyLW|ECTBEHHO MPEBbILLIGET COOTBETCTBYIOLMIA MOKa3aTesb [/19 TECTOBbIX.

16,2% 35,1%
| TecToBble NnowaaKkn
40,2% 27,8%
[

| npO‘]yKTVIBHbIe CcncTembl

4 4 4 4 Y

t t t 1
0% 20% 40% 60% 80% 100%

I Bblcokuin pyck I CpepHuin Huzkuin

Punc. 22. CooTHowWweHMe yA3BMMOCTEN PA3IMUYHOTO YPOBHA PUCKA B TECTOBbLIX 1 MPOAYKTUBHBIX CUCTEMAX
(nonsa oT 00Lero KONMUYeCTBa yA3BUMOCTEN)

[lonu ya3BMMOCTEN BCeX YpOBHEN pricKa B cncTemMax AbO, HaxoaAWMXCA B SKCNNyaTaumm, ocTa-
NUCb Ha NPeXHeM ypoBHe. CUTyaLMa e B YacTi TECTOBbIX CUCTEM 3HAUMTENbHO M3MEHNNACH:
[ONs KPUTUYECKM OMaCHBIX YA3BMMOCTEN CHU3MMach bonee vem B fiBa pasa. Ctonb 6onblioe
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UMCIIO YA3BUMOCTEN, MPUXOAALLMXCA B CPEAHEM Ha KaxAYI0 13 TECTOBbIX CUCTEM, OOBbACHASTCS,
TaKvm 00Pa3oM, MEHHO LIMPOKOM PacrpoCTPaHEHHOCTBIO YA3BUMOCTEN HU3KOTO 1 CPeIHErO
YPOBHEN purcka.

Bce nccnepoBaHHble cuctembl 1IBO copepany yA3BMMOCTY Kak MUHUMYM CpeaHel cTene-
HU pucKa. [NpakTuueckn Bce NMPOMYKTVBHbIE MPUNOXKEHWA Obli NOABEPKEHDI KPUTYECKN
OMacHbIM YA3BMMOCTAM (CM. prC 23). Takme pesynbTaTbl CBUAETENbCTBYIOT O HEOOXOAMMOCTY
BHEAPEHVA NMPOLECCOB obecrneveHns 6e30MacHOCT Ha BCEX CTaAMAX MKU3HEHHOrO UMK
npunoxeHn (secure systems development life cycle), a Takke 0 HeOGXOANMMOCTI PErYNAPHbIX
MPOBEPOK YPOBHA 3aLMLLEHHOCTM CUCTEM, HAXOAALLMXCA B SKCMyaTaLMW.

80% 20%
.

| TecToBble NNOWAAKK

| npOJZlyKTI/IBH ble CUCTeMbI

I Bbicokuin puck I CpefHuin

Puc. 23. PacrnpepneneHyie TeCTOBbIX 1 MPOAYKTMBHbBIX CUCTEM MO MaKCUMaNbHOW CTEMNeHN prcKa YA3BMMOCTel
(nonA yA3BMMbIX CMCTEM)

[pefnonoxeHne O PacnpPOCTPAHEHHOCTW YA3BMMOCTEM HU3KOMO 1 CPedHEro YpOoBHeN pu-
CKa B CMCTeMax, HaxoAaLMXCs Ha CTaammn pPa3paboTKy, NOATBEPKAAETCA. KonnuecTBoO Takmx
HeOCTaTKoOB B TECTOBbIX cncTemax [JbO B HECKOMBbKO Pa3 BbiLe, Yem KPUTUYECKKM OMaCHbIX
YA3BMMOCTEN. [1pr 3TOM KOMMYECTBO YA3BUMOCTEN BLICOKOTO YPOBHA PUCKA, MPUXOAALLEECA
B CpefHeM Ha OfIHY TECTOBYIO CUCTEMY, HaXOAWUTCA NMPUMEPHO Ha TOM e YPOBHE, YTO U B MPO-
AYKTVIBHbIX CUCTEMAX.

| TecToBble NnowaaKkn

|77
77T
224

| npO,U,yKTVIBHbIe CncTemMbl

|77 A
|77 A/
444

I Bbicokuin puck I CpepHuii Hu3knin

Puc. 24. CpepHee KonmMyecTBO YA3BMMOCTEN PA3NIMUHOTO YPOBHA PUCKA B TECTOBbIX M MPOAYKTVBHBIX CHCTEMAX

Pe3ynbTaThl UCCNeA0BaHWA CBUAETENbCTBYIOT, YUTO KOMMYECTBO YA3BUMOCTEN B MPOAYKTUBHBIX
cncTemax B 2015 rofly 3aMeTHO HIKe, Yem B TECTOBbBIX. ITO CBUAETENBCTBYET O TOM, UTO paboTa
6aHKoB Mo obecrneueHuto 3aLLKTbl MPUIOKEHNI, HAXOAALLMXCA B SKCMyaTaUmnK, AAeT pe3yrib-
TaT. Tem He MeHee ypOBeHb 3alLuLLeHHOCTY cucTem 16O Henb3sa HazBaTb BbICOKMM, MOCKOMbKY
NPaKTUYECKN BO BCEX CLCTEMAX Oblv BbISBIIEHBI KPUTUUECKM OMacHble YA3BUMOCTU.
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...............................

...................................................................................................................................................

4. 0630p KpUTUUECKH ONACHBIX YA3BUMOCTEI

B paHHOM pazgene npueeaeH 0030p YA3BMMOCTEN BbICOKOM CTEMEeHN PUCKa, KOTopble Bbinv
0bHapy keHbl B OOMBLIMHCTBE paccMOTPeHHbIX cucTem [BO.

YA3BMMOCTN «HefocTaTouHaA aBTopuM3auMa npv LOCTyne K AaHHbIM MoMb3oBaTenen» u
«BHeapeHvie BHelWHKX cywHocTer XMLy no-npexHemy pacnpocTpaHeHsl B cuctemax [1b0. o
CPABHEHWIO C MPOLWbIMMA FOAaMV 3HAUUTENIBHO CHM3MMACh JOMA CUCTEM C OLLIMOKamK B Koae
BEO-NPUNOXKEHWI, KOTOPble MO3BONAIOT OCYLIECTBAATL BHeApeHve onepatopos SQL. Mpu
31oM gona cuctem b0, yA3BUMbBIX K BHEAPEHMIO MPOM3BONBbHOIO KOAG, a TakXke K aTakam Ha
OKpYTeHve, CyLeCTBEHHO BO3POCHa. B pesynsrate 3KCnnyataumm Takmx YA3BUMOCTEN Hapy-
WWTENb MOXET MOMYYNTb NOMHbBIA KOHTPOMb Haf CEPBEPOM NPUNOXKEHNA (B pesynsrate BHe-
APEHNA KOAA), @ Takke OCYLIeCTBAATb XMLLeHVe AeHeKHbIX CPeACTB OaHKa (B pe3ynbraTe atak
Ha NOTVKY NPUNOXEHWISA).

| HEJ]OCTBTO‘-{Haﬂ aBTOpU3aumA Npun AoCTyne K AaHHbIM nonb3oBarenen

NN, 0000000000000 55%
iz

| BHeapeHve BHewHMX cywHocTen XML

)00 0000000000000 35%
iiizzzzzz

| ATtaku Ha OKpyrneHve

N0 00 000000000004 25%
Zzzzzzzzzzccdtt?dtzzzzzz

| HekoppekTtHas peanusauua mexaHusma OTP

)00 00 00000000004 25%
lzzvzzzzyzzza

| HeﬂOCTaTO‘-lHaﬂ aBTOpM3auVMA Npu 4OCTyne K OT/Iaf04HbIM CLieHapuam

| 777777/
4

| BHereHVIe NPOn3BOJSIbHOIO KoAa

W) 0000000000000 0000000000000 15%
Zusliiiccaill¢.”é4

| BHeppeHue onepatopos SQL

| 7ZZzizk2zazddzzzzad?i’ilil’tld>bp>pt?dcdéz:::zzzzzzzz2zzaml i
Zzzizzaaaddddzzzz

} } } } )
I t t t t i
0% 20% 40% 60% 80% 100%

2013-2014 roapl I 2015 rop (BbICOKWNIA PUCK)

Puc. 25. Hanbonee pacnpocTpaHeHHble KpUTUYECKM onacHble ya3smumocTy cnuctem AbO

YalLe cTanm BCTpeuaTbCa KpUTUUECKN OMacHbIe YA3BUMOCTH, CBA3AHHbIE C HEKOPPEKTHOW pea-
nuzauveit Mexannsma OTP (one-time password), HanprmMep B Tex Clyyasx, Koraa npu n3MeHe-
HUW PEKBU3UTOB LWAbIoHa He TpebyeTca NOATBEPAEHE C MOMOLLBIO OJHOPa30BOro Napons
(3NOYMbIWNEHHVK MOXET BOCMOMb30BaTbCA AEMCTBYIOWIEN CECCUER U MOXUTUTL AeHEXHble
CpeacTBa NP HaMuMK Y aTakyeMoro nosb3oBaTens Noaxoaduiero wabnoHa) Mam Korga ¢ no-
MOLLbIO 0aHOTO OTP MOXHO OCYLLECTBUTL HECKOSBKO TPaH3aKLUMY (B YaCTHOCTK, MPW peanii3a-
Lnn atak Race Condition («CocToaHME rOHKINY).
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4.1. HepmoctaTouHaa aBTOpM3aumMA Npu JOCTYNE K JaHHbIM
nonb3oBaTeneun

[laHHaA yA3BMMOCTb CBA3aHa C HeAOCTaTKaMM pean3auunm MexaHn3mMa aBTopr3aLm nonb3o-
BaTenei. B kaxaon sTopoit nccnenosaHHom cucteme 160 (55%) NpoBepKa Nonb3oBaTeNbCKIMX
NPUBUNErvin peann3oBaHa HEKOPPEKTHO, BCIIeCTBIIE UETO 3MI0YMbILNEHHNK MOXET MONYUYnTh
[OCTYN K HEKOTOPbBIM CLieHapVAM 1 darinam, 06paTvBLINCE K HUM Hanpamyio. B uacTHOCTW, 310-
YMbILWAEHHMK MOXET NOMYYNTb HECAHKLIMOHUPOBAHHbIA OCTYM:

+  KNepcoHanbHbIM JaHHbIM NONb30BaTENEl;

+  VHbOPMaLMM O TPaH3aKLMAX W MAATEXHbIX KapTax;

+ dalnam, 3arpyskeHHbiM B cuctemy [150;

+ vHbOpMaLMK O cepTndMKaTax;

+  CneunduyecknM AaHHbIM O KNMeHTax — B 3aBUCMMOCTI OT OCOOEHHOCTEN CIUCTEMbI (Cue-
Ta, LWabnoHbl nnatexei).

B xope aHanm3a 3almiieHHoCTn ogHol 13 cuctem 6O ans driznmyeckmx nuL 6ui1o obHapyxe-
HO, UTO MPUNOXKEHVIE BLINOMHAET HEAOCTATOUHYIO NMPOBEPKY aBTOPM3aL/MY MOMb30BaTeNen B
CUCTEME, U1 3MOYMbILLIEHHK MOXKET MOMYUYNTb AOCTYN K PA3NMUHBIM NpoLiefypam 1 GyHKUMAM,
B TOM UKCrie K UHTepdericam HacTponkin cuctembl 60, a Takke K GYHKLMN OHNAMH-BbIMACKN
Mno CYeTy, He TpebyioLlel ABYXPAKTOPHOW ayTeHTUdUKALINM.

4.2. BHeppeHue BHewwHuX cywHocTen XML

YA3BMMOCTb NO3BOMAET 3M0YMbILLNEHHNKY MOMYUYNTb COAEPKMMOE GaitnioB, PaCNONOKEHHBIX
Ha aTakyemom cepsepe, MO0 COBEPLLATL 3aMPOChl B IOKA/bHYIO CETb OT MMEHM aTakyemoro
cepsepa. OHa 00ycoBfeHa HeAOCTATOUHOM MPOBEPKOM NPUAOKEHVEM AaHHbIX, MOCTYNalo-
LMX OT MONb30BATENA, YTO MO3BOSIAET 3M0YMbILLNEHHVKY OCYLECTBAATD aTaKy, HanpaBneHHYo
Ha M3MeHeHMe NOrMKK 3anpoca NOCPeACTBOM BHEAPEHWA NPOon3BObHOM DTD-cxembl B Te0
XML-LOKyMeHTa. 3TO MOXET NPMBECTU K Pa3ralleHnIo BaxHbIX AaHHbIX, MOMYUYEHNIO 310YMbILL-
NEHHUKOM VCXOAHBIX KOLOB MPUNOXKEHWA, GaliNoB KOHOWIypaLmmn 1 LPYroi HyBCTBUTENBHOM
MHOOPMALIMM O CUCTEME, @ TaKXKE K OTKa3y B OOCTYXMBAHWN MPUIOKEHNA,

[aHHon yassmmocTy B 2015 rofy OKas3anmcb nomsepeHbl 35% mnccnefoBaHHbIX cnctem. B
npeablayLme roabl AaHHbIN HeAOCTATOK ObliT CamblM PACMPOCTPAHEHHbBIM CPeaN KpUTNYECKN
OnacHbIx yassmmocTen cuctem 16O, 1 [ona yA3BMMbIX CUCTEM COCTaBnANa 46%.

4.3. Ataku Ha OKpyrneHue

B kaxpon uetseptoit cnucteme [160 Obina 0bHapy»keHa BOIMOXKXHOCTb NPOBEEHVIS aTak Ha J1o-
rvKy paboTbl NpunoxeHnda. Bcnenctere HEKOPPEKTHOO MCMOMb30BAHWA aNrOPUTMOB OKpPY-
NeHNA Ymcen 3N0yMbILNEHHUK MOXET NOyUMTb OOMbLLYIO CyMMY AEHET, YeM NpefyCMOTPEHO
TEKYLIMM OOMEHHbBIM KYPCOM HGaHKa.

Mpumep NOAOOHON aTaKw:

1. 3noymblwneHHVK nepesoamT 0,29 pybna (29 koneek) 8 gonnapsl CLA. Mpn ctonmocTu
oaHoro gonnapa CUA 8 80 pybnelt cymma B 0,29 pybnein cootsetcTsyeT 0,003625 fonnapa
CLIA. laHHana cymma byneT okpyrieHa [0 ABYX 3HaKoB nocsie 3anaton, Te. Ao 0,01 fonnapa,
UTO COOTBETCTBYET OAHOMY LIEHTY.

2. 3aTem HapywmTenb nepeBoanT 1 UeHT obpaTHO B pybnu. B pesynbtate oH nonyumt 0,8 py-
6na (80 Koneek). Takvm 06Pa3om, 3a OAHY UTEPALIMIO 3MI0YMbILLIEHHVIKY OyeT HaynucIeHo
Ha cyeT 0,51 pyona (51 konelka).
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B pe3ynbrate aBTOMaTV3aUMM AAHHOW aTakw 3M0YMbILNEHHNK MOXET NMOXMLATh Ooblue AeHer.
Hanpumep, npu OTCYTCTBUN OrpaHMUeHnii Ha KONMYeCTBO TpaH3akUMii B CYTKLA Y MUHUMATb-
HBIV pa3mep TPaH3aKLWK, a TakKe Mpu BO3MOXHOCTM peanv3auunm atak Tvna Race Condition
(«CocTosAHME FOHKMY), 3M0YMBILLINEHHUK MOXET MOJy4aThb B AeHb nopaaka 100 pybneit ¢ ogqHoi
yyeTHon 3anncn. Obnaaas AOCTaTOUHBIMM TEXHUYECKMI CPEACTBAMM 1 JOCTYMOM K HECKOSb-
KVIM YUYeTHBIM 3anmcaAM, HapyLWUTENb MOXKET MOXMLIATL Y 6aHKa 3HaUMTENbHbIE CYMMbI leHEX-
HbIX CPefCTB.

[laHHbBIV METOA, aTakn M3BECTEH AOBOJIBHO [JaBHO, OfIHAKO He BO BCex cucTemax b0 3amTa
OT Hero peann3oBaHa dGGEKTVBHO (MHOrHa OHa BOBCE OTCYTCTBYeT). [Ina NpOTMBOAENCTBIS
aTakaMm Ha OKpYrNeHve 1 MAHVMM3ALIMM PUCKOB XMLLIEHWI AEHEXHbBIX CPEeCTB PEKOMEHAYET-
CA BBECTU OrpaHmnyeHne Ha MYHUMaNbHO BO3MOXKHbIA Pa3Mep AEHEXHbBIX CPeICTB, KOTopble
MOTYT ObITb MepeBefieHbl B APYryo BAMOTy B PaMKax OfHON TpaH3akumm (Hanpumep, 5—10
pybnen n 2—3 nonnapa CLLA).

5. HepoctaTkn mexaHU3MoB U eHTUGMKaLum

Hanbonee pacnpocTpaHeHHbIMM HeoCTaTKaMM MEXaHM3MOB MaeHTUdVKaumm cuctem [1BO
ABNAOTCA MPefckasyeMoCcTb dopmata naeHTUdMKaTopa yUeTHOW 3anucy 1 packpbiTve WH-
bopmaLm 0 3aperucTpUPOBaHHBIX B CUCTEME UAEHTUGUKATOPAX.

Mpenckasyemblii GopmMaT MAEHTUOVKATOPA NO3BOSAET 3M0YMBILNEHHNKY MNPOAHANN3MPOBATh
MEXaH13M ero GOPMMPOBAHKA U COCTaBUTb CMMCOK 3aPervcTPYPOBAHHbIX MAEHTUGMKATOPOB
nonb3oBatenel. Takol CrMCOK HapyLIUTeNb MOXET MOMYYnTb 1 B pe3ynsTaTe SKCrlyaTtaumm
APYroi yA3BMMOCTU HU3KOTO YPOBHSA pUCKa — pa3raweHve vHdopmauuu. MonyueHHble
[aHHbIE HaPYLIMTENb MOXKET MCMOMb30BaTh C LIENbIO MOMyYeHUs HeCaHKLVIOHNPOBAHHOMO A0-
cTyna k cucteme [1IBO (Hanpuimep, B pe3ynstate nofgbopa naposs). Takke BO3MOXHO MpoBe-
[ieHMe aTak C UCMOMb30BaHEM HEAOCTATOYHOW aBTOPU3aLIMM ANA NOyYeHnsa JOCTyNa K nep-
COHabHbIM JaHHbIM MOMb30oBaTeNel U MHHGOPMALIMM O MAATEXHBIX KapTaxX v TPaH3aKLMAX.
HecmoTpsa Ha HK3KMI YPOBEHb OMAaCHOCTY YKa3aHHbIX HeJOCTAaTKOB, BO3MOXHOCTb MOTyYeHMsA
3M10YMbILINEHHUKOM MHGOPMALIMLA O CYLIECTBYIOLMX MaeHTUUKATOpax B COBOKYMHOCTA C
BbIABNEHHBIMI HeJOCTAaTKaMM MEXaHV3MOB ayTeHTUdMKALUMY, aBTOPU3ALMA 1 3aLUMTbI TPaH-
3aKUMi (CM. pasaenbl 5 1 6) MOXET CbirpaThb CyWECTBEHHYIO POfib B MOMyYeHU HeCaHKLIMO-
HUPOBAHHOMO AOCTYNa K NIMYHBIM KabMHETAM Mosb30BaTeneit 1 nocneaytolem npoBefeHun
TpaH3aKUMIA OT UX NMEHMW.

5.1. Mpeackasyemblit Gopmat aeHTUPUKATOPOB

Bce viccnenosaHHble cuctembl IBO cogepany Takor HEAOCTaTOK MexaHu3ma MaeHTUdMKa-
UM NOMb30oBaTeNel, Kak npeackasyembl GopmaT MAEHTUOUKATOPOB YUETHbIX 3arMCeN.

Kak npaswuno, 6aHk1 Ansa 4OCTyna K IMYHOMY KabrHeTy 8 cucTeme 16O NpefocTasnatoT KiveH-
TY YUETHYIO 3annCh, a MAEHTUOUKATOP 1 Napob GOPMUPYIOTCA MO 3afaHHOMY Pa3paboTUMKOM
ANropUTMY; HapyLWNTENb MOXET BbIUMCINTL TAKOW anropuTM. Hepeakn Ha npakTuKe Ciydau,
Koraa UaeHTUGUKATOPOM AN1s JOCTYMa K cucTeme AbO cnykut Homep MOOWIbHOTO TeniedoHa:
B 10% pacCMOTPEHHBIX HaMK CUCTEM UCMOMb3YHOTCA MMEHHO Takue naeHTUGMKaTopbl. B ogHoM
13 CUCTEM B KauecTBe MAEHTUPMKATOpa MCMONb30BANOCh WECTN3HAYHOE UMCIIO, N KaXKOOMY
HOBOMY MOSb30BATENIO BbAABANCA UAEHTUUKATOP CO 3HaUeHVeM Ha 1 B6onblue NpefblayLiero.

[na cHwxeHnA PMCKOB KOMMPOMETaLVM CUCTEMbBI B pe3ynbraTte rlog6opa YUeTHbIX AaHHbIX
B Cncteme ,D,BO OOJTKHbI ObITb npegycMmoTpeHbl (byHKLI,I/Il/I CMeHbI Maponia n I/I,EleHTI/Id)I/IKaTOpa
Nob30BaTeNA. |_|pl/l 3TOM BaXHO, yTOObI MOSB30BATEb CNCTEMBI, YPOBEHb OCBEAOMITEHHOCTA
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KOTOPOro B BOMPOCax MHOOPMALVOHHOM 6€30MacHOCT MOXKET OblTb HEAOCTATOYHO BbLICOK,
6611 NpeaynpexaeH 0 HeObXoAUMOCTY CMEHBI YUETHBIX AaHHbIX, BblJaHHbIX OaHKOM. ([nA 310-
ro B CUCTEME MOXKET OblTb MPeyCMOTPEHO CrieliManbHoe Coo0LLEHE, KOTOPOEe MOABNAETCA
Ha CcTpaHuLe cucTembl IO npur NepBoM BXOAE B MUHBIV KabUHET.) MOXHO Take npeaycMoT-
peTb MPUHYAUTENbHDBIM 3aNPOC Ha CMEHY YUYETHbIX AaHHbBIX MO UCTeUeHMM 33JaHHOro Npome-
XyTKa BpemeHn (Hanpumep, 90 aHel). He meHee BaxkHbIM GakTOpOM 6e30MacHOCTH cucTeM
[1BO saBnAeTca CTPOroCTb NapoObHON NOMAUTUKN, KOTOPas JOMKHA 3anpeLlaTs Nofb3oBaTenam
YCTaHaB/IVBATb B KaYeCTBe Maponel MpoCTble KOMOUHALMM CYMBOOB.

Cpenn Bcex nccnefoBaHHbIX cuctem [160O BO3MOXHOCTb CMeHbI BblJaHHOMO GaHKOM WMAEHTY-
dbuikaTopa obecneyvBany nuLb 60%.

5.2.  PackpbiTne uHGopmaLmm 06 uaeHTUUKaTopax

B cuctemax 16O B cnyuyae BBOAA UAEHTUGUKATOPA, OTCYTCTBYIOWETO B CUCTEME, CePBEP BO3-
BpalllaeT OTBET Ha 3anpoc, Cofepalluii COobLLEeHVe O OWNOKe. YA3BMMaA CUCTEMA B TaKOM
Clyyae MOXeT BbljaBaTb TEKCTOBOE COODLLEHNE, B KOTOPOM MPAMO YKa3aHO, UTO AaHHbI 1aeH-
TUGMKATOP He 3aperucTprpoBaH. BeTpeyatoTca Takxke cuctemsl B0, B KOTOpbIX cOObLLeHe
00 owWKbKe He pacKpbiBaeT MHOOPMALIMIO O CyLIeCTBOBaHUM MAEHTUGMKATOPa Hanpsamyto, of-
HaKO MpefyCMOTPEHbl PasMuHble OTBETHI CEpBEPa B 3aBUCMMOCTY OT TOTO, 3aperncTprpo-
BaH B CMCTEMe BBe[eHHbIN UAEHTUUKATOP UK HeT. [poaHanu3npoBaB OTBETHI cepBepa Ha
OTMPaBKY Pa3HbIX YUETHbIX AaHHbIX, HAPYLWNTENb MOXKET BbIUMCIUTL 3aPErMCTPUPOBAHHbLIE B
cucTeme MaeHTUGMKaTOpbl. YacTo TakadA yA3BMMOCTb BCTPEYAETCA B CLIEHAPUAX PerncTpaumm
HOBbIX NO/b30BaTENEN UM CMEHBI MapONA.

B 2013-2014 ropax faHHOM yA3BMMOCTM Obina nofsepeHa Kaxaas TpeTba cuctema [bO. B
HacToALLlee Bpemda CUTyaLma M3MEHUNAch: U3 BCeX MCCnefoBaHHbIX cuctem IbO TonbKo oaHa
Gbina nopBepkeHa faHHoM ya3BuMocTU. CoKpalleHve JOM YA3BUMbBIX CUCTEM MOXHO 0ObSC-
HWUTb TeM, YTO 3TOT HEeJOCTATOK CPABHUTENbHO MPOCTO BbIABUTL W YCTPaHUTL, B OTIKYME OT
MHOXECTBa YA3BMMOCTEN CPeAHEro W1 BbICOKOrO YPOBHEW PUCKa, A4 YCTPaHEHWA KOTOPbIX
3auacTyio TpebyeTca BHOCKTL MHOXECTBO U3MEHEHWI B UCXOAHbIM KOA MPUNOKEHNS.

6. AHanu3 mexaHU3MOB ayTeHTUPUKaLUm

B 60MbLUMHCTBE PACCMOTPEHHbIX cicTeM (60%) 1cnonb3oBanach obsa3aTensHas ABYXGaKkTop-
HaA ayTeHTUOVIKALWA NOb30BaTeNEN C UCTMOMb30BaHMEM TOKEHa 1 OHOPA30BOrO Naposs.
B ocTtanbHbix crctemax [1bO ayTeHTUOMKALMA OCYLECTBAANACh NLIb HA OCHOBAHUW MeHTU-
burKaTopa 1 Napons Nnonb3osatens.

BbifsBNeHHble HeOOCTaTKN MeXaH3MOB ayTeHTI/Id)I/IKaLLI/II/I ancTemMm ﬂ,BO npermyecTseHHo OT-
HOCATCA K Ciey oM KaTeropram:

+ OTCcyTCTBME 06s3aTeNbHOM ABYXDAKTOPHOW ayTEHTUGUKALMI NPV AOCTYNe B MYHDBI Ka-
BVIHEeT 1 (1) Ha STane NPoBeaeHIs TPaH3aKLWI;

+  He#oCTaTouHas ayTeHTUDMKALWS,

+ HEeAOCTAaTOYHO CTPOras NapofbHasa NOAUTIKS;

+ HeaoCTaTouHas 3alyMTa OT Noadopa YUETHBIX AaHHbIX.

YA3BUMOCTH, CBA3aHHble C OTCYTCTBMEM MO0 HefoCTaTKamu peanusauumn obazatenbHow
AByXbaKTOPHOW ayTeHTUdMKaUMel (Ha BXOA B SIMUHBIA KaOMHET Uin OCyllecTBneHne TpaH-
3aKUMiT), — Havbornee PacnpoCTpaHeHHble HelOCTaTKM MeXaH3MOB ayTeHTUdKauum 8 2015
rogy. B npeapiaywine rofsl Hanbonee pacnpocTpaHeHHoM NpobaeMon Obiv HEAOCTATKA Na-
POMNBHOW MOMUTUKN.

22



YA3BUMOCTY MPUNOXEHWIA OUHAHCOBOV OTPACIN
2016

..................................................................................................................................................................................
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I CucTtembl, nocTaBnAemble BeHAOpamn

CucteMbl CO6GCTBEHHOM pa3paboTkn

Punc. 26. [lonu cucTem C yA3BMMbIMI MEXaHM3MaMM ay TeHTUOUKaLUK

6.1. Hepoctatku peanu3aumu ABYXGaKTOPHOW ayTeHTUdMKALMN

Moyt B NMOMOBMHE BCEX PAacCMOTPEHHbIX ciucTem [1bO cobcTBeHHOM pa3paboTki (45%) v B
Kaxaon TpeTbelt cncteme [160, npefocTasneHHon BeHaopamn (33%), obHapyKunnch Te 1nn
MHble HefloCTaTKN B MeXaHv3me AByxdakTopHOM ayTeHTdUKaumn. ObaszatenbHaa AByxdak-
TOPHasA ayTeHTUUKALMA Ha BXO[ B JIMUHBIV KAOWHET NMOO ANA NMOATBEDKAEHNA TPaH3aKLMMA
OTCYTCTBOBAaSIa MOUTY B KaXKLOW TpeTbelt cucteme (puc. 27).
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I CuncTembl, NocTaBAemMble BeHAOpamn

Cuctembl COBCTBEHHOI pa3paboTkn

Puc. 27. [lonv cuctem C yA3BUMBIMU MeXaHV3Mamm ABYXGaKTOPHOM ayTeHTUUKaUMm

B cnyuae otcyTCTBUA ABYXDAKTOPHOM ayTEHTUGUKALWM 3MOYMBILLNEHHVK MOMYyYaeT BO3IMOX-
HOCTb 6EeCNPEnATCTBEHHO OCYLIECTBNATL TPaH3aKUWV Npu MoyYeHuy JOCTYra K JIMUHOMY
KabVHEeTY Nonb3oBaTeNa (Hanpymep, B pe3ynstate NoAdopa yUETHbIX JaHHBIX UV NepexBaTta
ceccum).
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6.1.1.  MexaHn3m 0HOPa30BbIX Naponell

MpaKTUYeckn TpeTb CUCTEM COOCTBEHHOW Pa3paboTKy, MpoaHanmM3MpoBaHHbix B 2015 rogy
(27%), obecrneuviBany HEKOPPEKTHYIO peann3aumio mexaHnsma OTP. [Ina cuctem, nocTaBneH-
HbIX BEHOPamMK, 3TOT NoKasaTenb cocTaemn 17%. HepocTatkn peanvsaumm mexaHmama OTP,
BblABNEHHble B crucTemax [JbO:

+  BO3MOXHOCTb nogbopa OTP;

+  OTCYTCTBUE MOATBEPKAEHNSA TPAH3aKLUWM 1 Apyrvx onepaunii ¢ nomotlpto OTP (Hapywu-
TENb MOXKET V3MEHATb, K NMPUMEPY, LWabMoHb! onepaLvin 6e3 Takoro NoATBepKAeHNs);

+ HegoCTaTouHO 3GGEKTVBHO pPeanv3oBaHHasA 3allnTa OT HEeCaHKLMOHWUPOBAHHOW CMEHbI
SIM-KapTbl (MOXET MPUBECTY K MOMYYEHMIO OAHOPA30BOr0 Maponsa HapyLWMTENEM).

6.1.2.  [Ipyrne mexaHu3mbl

OnHa 13 NPoaHaNM3VPOBAHHbIX CUCTEM MMeNa YA3BUMbIA MEXaHV3M ABYXDAKTOPHON ayTeHTH-
GUKaLMKM, OCHOBaHHbIM Ha S1EKTPOHHON NOANMCY JOKYMEHTa C MOMOLLbIO KNtoya. Peanizaums
[@HHOrO MexaHu3Ma He obecneurBana [OCTATOUHbIA KOHTPOMb LENOCTHOCTY, BCIEACTBYIE
Uero 310YMbILNEHHVK NOTEHLMANIbHO MOT BHE[IPWTH MPOW3BOSIbHBIE [JaHHbBIE B MOAMMCAHHbIN
CepTUdMKaT, TO eCTb NMOAMEHUTb CEPTUDUKAT UMK NOAAENaTb KOPHEBOWN CEPTUdMKAT.

6.2. HepmocTatoyHas 3awuTa ot NoAOOPA yUETHbIX JAHHBIX

Pan nccnenoanHbix cuctem [AbO He obecneunBaloT JOCTATOUHYIO 3alMTy OT nofbopa yuet-
HbIX JaHHbIX Nonb3oBaTenel (18% cuctem coOOCTBEHHOW Pa3pPaboTKu 1 17% cUCTeM OT BEHIO-
pog). Cpean HeAOCTaTKOB 3TOMO TVIMa MOXHO BblAENTS:

+  OTCyTCTBME NMMBO BOIMOXKHOCTL 06x0fa MexaHuama CAPTCHA,
+ OTCYTCTBME BPEMEHHOM BNOKMPOBKM YUETHBIX 3amnmcelt nonb3oBaTeneit Nocie HeCcKosb-
KMX HeyAauHbIX MOMbITOK BBOAA YUETHbIX JaHHbIX.

[InA 3alWMTbl OT aTaK, HanpPaBIeHHbIX Ha NMoAOOP YUYETHBIX aHHbIX, YaCTO NMPUMEHAETCA Mexa-
HV3M BPEMEHHOM U NMOCTOSHHOW OMOKMPOBKI YUETHBIX 3anmnceit nocsie HeCKOMbKUX Hey-
Jla4HbIX MOMbITOK BBOAA Maposs, OHAKO OH He MO3BOJIAET 3aLUMTUTLCA OT NOAOOHBIX aTak Mos-
HOCTBIO. B criyyae Koraa naporbHas NonMTUKa PaspellaeT 1Cronb30oBaHyve NPOCTbIX Mapone,
npw OTCYTCTBUW [BYXDAKTOPHON ayTeHTUOMKALMM 3N0YMbILLNEHHMK MOXET MPOBECTH aTakKy,
HanpaeneHHyIo Ha NoAOoP MAEHTUUKATOPOB MO KaKOMY-MOO OAHOMY CIIOBAPHOMY Maporsio.

BaXkHO OTMETUTb 1 TOT GaKT, UTO B CJTyUae UCMONb30BaHWS BPDEMEHHOW M NOCTOSHHOM 6110-
KMPOBKM YUETHOM 3aMm1CK B Pe3ybTaTe MHOMOKPATHOMO BBOAA HEBEPHbIX YUETHbIX [JaHHbIX
HapYLMTENb MOXET MCMOSb30BaTh [AaHHbBIA MEXaHU3M [/151 LieNleHanpaBieHHOM OIOKUPOBKN
YUETHbIX 3anm1ceit KNMeHTOB GaHKa (Hanpumep, ecnmn HapyLwmuTenb Nony4Ynn nHGopmMaLmo ob
MCNOMNb3YeMblX B MPUNOKEHNN UAEHTNDMKATOPAX). ITO MOXET NPUBECTM K CYLIECTBEHHbIM pe-
My TaLVOHHbBIM MOTEPSM.

B cnyuae otcyTCTBUA ABYXDAKTOPHOW ayTeHTUdUKALIMM NPY BXOAE B CUCTEMY ASIA 3aLUUThI OT
nonodopa naposern Nosnb3oBaTenen PekoMeHIyeTCs UCNonb3oBatb TexHonoruo Completely
Automatic Public Turing test to tell Computers and Humans Apart (CAPTCHA). laHHbI mexa-
HII3M 3aMpaLlmBaeT y Monb3oBaTensa BBOS OTOOPaKeHHOM Ha 3KkpaHe nHopmaLmn (Hanpumep,
TEKCTa C KAPTUHKM) NP YacTbiX MOMbITKaX BBOAA YUETHbIX AaHHbIX. ITO CyLIeCTBEHHO 3aTpya-
HAET 3M10YMbILNEHHNKY NPOBEieHe aBTOMATV3MPOBAHHOW aTaku 1 NMO3BossAeT 130exaTs 01o-
KVDOBKM YUYETHO 3ammnciu.
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Mcnonb3oaHre CAPTCHA B COBOKYMHOCTM CO CTPOIOW MapOnbHOM MOMUTUKOM NO3BONAET
CyWECTBEHHO MOBbLICUTb CTOMKOCTb CUCTEMbI K MOAOOPY YUETHBIX [AaHHbIX MPU OTCYTCTBUM
ABYXbaKTOPHOW ayTeHTUdUKaLuK. [pur peann3aLmn 6roKMPOBKY PEKOMEHAYETCA YUNUTBIBATL
BPEMEHHOW MPOMEXYTOK MeXay NOCNeA0BaTeNbHbIMI MNOMbITKamM Bxofa, IP-agpec NcTouHu-
Ka, GaKTbl NoAbopa He TOMbKO Naponei, Ho U MAeHTUUKATOPOB.

6.3. HepgoctatoyHas ayTeHTUdUKaLMA

[laHHaA yA3BMMOCTb 3aKJ/I0YAETCA B TOM, UTO MPUIIOXKEHNE HE NPOBEPAET NErNTUMHOCTb NOSb-
30BaTens (BBOA YUETHbBIX AaHHDBIX U X KOPPEKTHOCTb) NP AOCTYNe K BaxkKHOW MHdOpMaLK
WM K Pa3nYHBbIM GYHKLIMAM CUCTEMBI. YA3BMMOCTb AaHHOMO T1Ma Obina obHapyeHa nuillb B
O[IHOW 13 MCCNefJOBaHHbIX CUCTEM. B pe3ynbTate aKCnnyataumy 3Ton yAa3BUMOCTH Oblno Npo-
AEMOHCTPUPOBAHO MOJyYeHne AOCTYNa K CUEHapWIo, YA3BMMOMY K BHEAPEHMIO BHELIHMX
cyuHocTe XML, B nepByto ouepeib MpUiokeHmne oCyliecTeaano oopabotky XML-aokymeHTa,
a 3aTem ye NPOBEPKY YUETHbIX AaHHbIX. 3MOYMbILNEHHNK, TaKvM 0DPa3oM, MOT MyTem dKC-
nyaTaumn AByX PasnmuHbIX YA3BMMOCTEN OCYLLECTBAATL YTEHME NPOV3BOMbHbIX (alinos Ha
cepsepe.

Heobxognmo obecneuntb CTporoe pasrpaHuyeHne AoCTyna K QyHKUMAM MNPUIOKEHVS.
HeobxogMmo MpoBEPATb MPUBMIENMX MOMb30BATENEN Ha AOCTYN KO BCEM CLEHapWsamM
N OyHKUWAM cucTembl [IBO, 0cobeHHO K Tem, KOTopble AOMKHbI ObiTb AOCTYMHBI TOMBKO
aMVHMCTPATOPaM.

6.4. HepmoctaTku naposibHON NONUTUKK

B 12% nccnepoBaHHbix cuctem [16O BbIABAEHbI Te WK VIHblE HeAOCTaTKM NapOnbHOM NOAUTU-
Ku. K TakMM HelOCTaTKam OTHOCATCA, HanpumMep, OTCYTCTBIIE MO0 HEKOPPEKTHAs peanv3auns
OrPaAHMYEHNIA:

+  Ha JONyCTUMYIO ANVHY Napond,
+  CIOXKHOCTb Mapons,
+  CpOK AeNCTBMA NaponA.

MNoaobHble HeAOCTATKM B COBOKYMHOCTY C HEAOCTATOYHOW 3aLLUMTON OT aTak, HarnpaBieHHbIX
Ha Noab0op YUYETHbIX JaHHbIX, @ TakKe OTCYTCTBMEM ABYXDAKTOPHOM ayTeHTUUKALIMM MPY BXO-
[ie B CUCTEeMy, AatOT HapyLIMTENO BO3MOXKHOCTb OCYLLECTBAATL aTaky, MPUBOAALLME K HECaHK-
UMOHMPOBAHHOMY AOCTYMY K IUYHbIM KabHeTam KNMeHTOB BaHKa.

PekomeHayeTcA 1Cronb30BaTh MNAPOv ANIMIHOW He MeHee 8 CMBOSIOB. B naporsie [omHbl ObiTh
0053aTe/NbHO UCMOSb30BaHb! MPOMMUCHBIE 1 CTPOUHBIE NAaTUHCKIME BYKBbI, LIMOPLI 1 CreLChM-
BOJIbl. Kpome Toro, cieflyeT 3anpeTuTb 1CMob30BaHVe CI0BapHbLIX Naponei (Hanpumep, P@
sswOrd) v coueTaHun ONN3KKX KNaBuL Ha KNasuaType. CpoK AeNCTBMA Napona A0oMKeH ObiTb
orpaHudeH (Hanpumep, 90 aHewr), NPy 3TOM MOMb30BaTeNb HE AOIKEH UMETb BO3MOMXHOCTb
BbIOPATh HOBbIV MAPOIb, COBMAMALLMIA C OAHMUM K3 TPEX NPeAblayLLIVX.
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7. HepoctaTKn MeXxaHM3MOB aBTOPU3aLUM U 3aLUUTDI
TpaH3aKLuit

B paccmMoTpeHHbIX c1cTeMax aBTopm3aums nosb3oBaTenein peanusyeTca Ha 6ase mexaHu3ma
GOpPMMPOBaHNA CeCcUn. B HEKOTOPbIX CUCTEMAaX NOMUMO MAEHTUGMKATOPa Ceccum AN aBTo-
pM3aLMM NCNOMb3YIOTCA AONOAHUTENbHbIE MAPaMETPbI, TaKMe Kak YHMKabHbIA TOKEH 3anpoca.
Bo Bcex cuctemax AbO naeHTdMKaTOP ceccum obnafan AOCTaTOYHOV SHTPOMKMEN, UYTo aena-
110 NoAabop MaeHTUdKUKATOPa 3aTpyaHUTENbHBIM. OfHAKO ANA pAfa CUCTeM ceccus Obina He-
[OCTaTOYHO 3allMlleHa OT NepexBaTa 1 NOCeayoLero NCNob30BaHMA 310YMbILLIIEHHNKOM.

[1nA 3aWmMThl TPaH3aKUWMM B OOMBLUMHCTBE CUCTEM NPUMEHANAch ABYXGaKTOpHasA ay TeHTUMIKa-
Ums ¢ ucnonb3osaHmem OTP.

Hanbonee pacnpocTpaHeHbl cneayiolle cepbe3Hble HEeAOCTaTKA MEeXaHW3MOB  3aliuTh
TPaH3aKUNIA:

+ HeaoCTaTouHas aBToOpPW3aLMA, B TOM UMCTe NpW OCTyne K [AaHHbIM Mosb3oBateneit (Cm.
pasfen 3.2) v oTnafoYHbIM cleHapuiam (70% cuctem [1BO);

+ HekoppeKTHaa peanv3aumnsa mexaHvama OTP, BCiencTBrie KOTOPOW 310YMbILLNEHHUK MO-
XeT NPOBOANTbL HECKOBKO TPaH3aKLMiA MO OHOMY OIHOPA30BOMY MapPOSo U Nepexsa-
TUTb 3HaueHWe Napons (24% cuctem);

+ OTCyTCTBME ABYXPAKTOPHON ayTeHTUOMKALMM Ha STane NpoBeAeHWs TpaH3akumin (29%
cucTem).

BONbLIMHCTBO HeLOCTaTKOB aBTopM3aLMK Obinv BbiABneHbl B cicTemax [bO cobcTBeHHOM
pa3paboTkn. B kauecTBe Hambonee OmMacHbIX MOXHO BbIAENUTb HEAOCTaTKM, BO3HUKLLVE B
pe3ynsTate HeOCTaTOYHOW MPOBEPKM MPaB OCTYMNa NPy COBEPLEHUN KPUTUYECKIM BaXKHBIX
onepaumi. K Taknmm HegocTaTkam, B YaCTHOCTW, OTHOCUTCSA BO3MOXHOCTb CMEHWTb Maposib Ui
OTKMOUNTL MexaHn3m OTP nyTem oTnpaBKu cneuranbHo ChOPMMPOBAHHOMO 3ampoca K npu-
NOXEHWI0 6e3 AOMONMHUTENBHOIO NPeabABNEeHA OCHOBHOIO MaponA.

Okono 35% Bcex NpoaHanM3MpPOBaHHbIX CUCTEM COAEPXKann HeOCTaTKM 3alUUThl CECCUM OT
nepexgara U Mocieayiowero UCNosb30oBaHWA 3M0yMbILLNEHHWKOM. [N nepexeata ceccun
3MI0YMbILNIEHHVIK MOXET, K MPUMEPY, MCMOMb30BaTh MEXCANTOBOE BbIMOMHEHME CLIEHAPVIEB.
Cpeaw BbISBNEHHbIX HEAOCTATKOB 3alLMThl CECCUM MOMHO BbIJENNUTb OTCYTCTBME MPUBA3KY
ceccun K IP-apgpecy 1 HenoCTaTouHyio 3aluuTy cookie-napameTpoB, Conep aLivx NaeHTUdU-
KaTop Cceccum v Apyrne BaxkHble faHHbIe.

8. YA3BMMOCTMN Ha YPOBHe Kofia Be6-npunoxeHuit
8.1. 06wwaAa cTaTucTiKa

MpuBenem 0030p yA3BMMOCTelW, OOYCIIOBMAEHHbIX OLIMOKaMK B MPOrPaMMHOM  KOAE.
YA3BUMOCTAM Ha YPOBHE KOfa MPUNOXEHWA nofaBepkeHbl 6onblie NOMOBUHbI UCCe0BaH-
HbIX cUcTeM (68%). 7o nyuile, yem B 2013—2014 ropax (6bino 82%). Npw 3TOM BCe pecypcbl,
NoABEPKEHHbIE YA3BMMOCTAM [AHHOrO TWMa, COAEPXAT HEAOCTATKM Kak MUHUMYM CpeaHeN
CTeneHv pyrcka. bonee NonoBKHbI UCCNEAOBaHHbBIX c1cTeM (63%) coaepkaT OLLMOKM, YPOBEHb
PUCKa KOTOPbIX OLUEHMBAETCA KaK BbICOKMI (CM. pyC. 28). B npeablayLive rofbl 3TOT Mokasatesb
6bin BbiLLe Ha 5%.

Mo CpaBHEeHWIO C MPOLWIBIMM FOfAMM [0S YA3BMMbIX CUCTEM CHU3MACh, OfHAKO MO-MPEeXHE-
My 6onee nonosuMHbI Bcex cuctem [160 NoABEPKEHbBI KPUTUUECKM OMACHbIM YSA3BUMOCTAM Ha
YPOBHe Kofa.
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I CpefHuii puck

YA3BMMOCTMN He BblAABNEHbI
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Puc. 28. PacnpeneneHvie cncTem no MakcMmanbHOM CTeNeHV PUCKa YA3BUMOCTEN Ha YPOBHE KO NMPUNOXeHWI
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Puc. 29. [lonn cuctem, KNMEHTCKasA YaCTb KOTOPbLIX MOABEPXKEHA YA3BUMOCTAM Ha YPOBHE KOAA MPUNOXEHWA

PacnpepaeneHne ownbok koaa BeO-NPUIOKEHNI MO YPOBHIO OMaCHOCTY MPAKTUYECKN He 13-
MEHMIOCh MO CPABHEHWIO C pe3ynbTatamy npeablaywinx net. Okono 429% Bcex BblABNEHHbIX
OWMOOK B NPOrPaMMHOM KOAE MPUIOKEHWI XapaKTEPU3YIOTCA BbICOKMM YPOBHEM prcka. K
[AHHOW KaTeropum OTHOCUTCA OAHA U3 CaMblX PACMPOCTPAHEHHBIX KPUTUYECKM OMACHbIX YA3-
BumocTel cuctem 16O — «BHegpeHwve BHelWHWX cywHocTern XML» (cm. pasaen 4.2). bonee
MOMOBYMHbI YA3BUMOCTEN Ha YPOBHE KOAA XapaKTepm3yoTCA CPeHVM YPOBHEM prcKa (55%).
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I Bbicokuii puck I CpegHun Huzkumn

Puc. 30. YA3BMMOCTM Ha YPOBHE KOfa NPUNOXEHNI
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CpefiHee KonmuecTso OWKBOK B MPOrPaMMHOM Ko, MPUXOALLIeeCs Ha OfHy CUCTEMY, MPe-
CTaBneHo Ha puc. 31. OTK nokazaTtenu nydille Pe3ynsTatoB NpeablayLyX eT NPakTUYecKkn B 2
pa3a. K npumepy, npexme Ha ofHy CUCTEMY B CPeHEM MPUXOAUIOCH 3,2 KPUTUYECKI ONacHO
OWMOKM B KOLE MPUNOXKEHWA.

/) /00 0000000000000 149
| 777744/
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I Bblcokuin puck I CpenHuii Huzkuin

Puc. 31. CpenHee KONMUECTBO OLIMOOK B KOAE MPUNOXKEHWI Ha OAHY CUCTEMY

8.2. (uctembl BeHAOPCKIE U COOCTBEHHOI Pa3padoTKi

KaK ynoMmnHanoch paHee, CUCTEMbI, NOCTaBAAEMbIE N3BECTHBIMIM BEHAOPAMM, COAepKaT O0sb-
Lwee KONMYeCTBO YA3BMMOCTEN B MPOrPamMmMHOM Koae (CM. paszaen 3.3). Kpome Toro, AnA AaHHON

KaTeropwum cuctem 6onee NooBKHbI BbISIBEHHbIX YA3BUMOCTEN, CBA3aHHbIX C OLIMOKaMM KOfia

(55%), xapaKkTepm3yHoTCA BbICOKMM YPOBHEM purCKa (purc. 32). [onyyeHHble pe3ynbTaTbl MpakTy-
YECKM MOBTOPAIOT AaHHbIe NMPeablAyLLMX NET.
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Puc. 32. [Jonv owmbOoK pasnnyHoi cTeneHn prcka 8 NPOrpammMHOM Kofe
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I Bblcokuin puck I CpepHuin Huzkuin

Puc. 33. CpepaHee KONMYeCTBO YA3BMMOCTEN KOLa Ha OfHY CUCTeMy
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B 2015 roay Bo Bcex cuctemax [160 cobcTBeHHOM pa3paboTki 6aHKOB ObiNN BblABEHbI OLIMO-
KU B KOZIE Kak MUHUMYM CPEAHEr0 YPOBHS PUCKa, MPW STOM KPUTUYECKI OMACHbIE YA3BUMOCTH
BCTPeYanunch B 27% cuctem (B8 2013—2014 rogax 6610 25%).

B cpenHem B kaxaon cucteme IbO, NOCTaBNAEMON BEHOPOM, COAEPMKUTCA 2,6 KPUTUYECKM
OMacHOW yA3BMMOCTM Ha YPOBHe Kofja NpunoxeHms. CUcTeMbl COOCTBEHHOM pa3paboTku co-
[epKaT CyLWeCTBEHHO MeHblle TakMx OLWVOOK. (To e OblNo OTMEYEHO 1 B MpeablayLLve rofbl.)

Kak Mbl y>ke oTmeydanyi, coocTeHHble cuctembl 16O 6aHKOB MPOEKTUPYIOTCA MO KOHKPETHYIO
APXUTEKTYPY M UMEIOT 331aHHbI HAboP YHKLMIA; OHM MPOLLE Y, KaK CNeACTBIe, MeHee Ysi3Bu-
Mbl (CM. pa3zgen 3.3).

8.3. Hanbonee pacnpocTpaHeHHble yA3BUMOCTH

Hanbonee pacnpocTpaHeHbl OKa3anuch OLWMOKN B KOAE MPUNOXEHWI, CBA3aHHbIE C BHeApe-
HMEM BHELLIHMX CyLHOCTen XML, MeXCaiTOBbIM BbIMOMHEHVEM CLIEHAPWER 1 BbINONHEHNEM
NPOV3BONBHOTO Kofa. Bcero B CNMCOK pacrnpoCTpaHeHHbIX OLIMOOK BXOAAT 4 KpUTMYECKH
onacHble YA3BMMOCTY.

| BHenpeHve BHewHMX cywHocTen XML

| Z77ZZ R R
iz

| Me>caiToBoe BbiNONHeHne cueHapues

)00 0000000000000 30%
iz

| BHenpeHme NPOn3BOJIBHOIO KoAa

| 77777448 R
Zuulzzzizzcddltlypdzz

| I'Io,cu:(enKa MeXCaNToBbIX 3anpocos

|77/
Zizzzzzzzzzzzzzzzzzzz4

| OTKpbITOE NepeHanpasneHue

| 7777/ R
viiiizzzizzcz’zaz

| BHeppeHue onepatopos SQL

W00 0000000000000 0000000000000 10%
iz

| YTeHue nokanbHbIX Gpaiinos

W02 2002002000000 0000000000000 5%
Z/zzzzzzzz’a‘‘’iiidazzz

' ' ' ' |
0% 20% 40% 60% 80% 100%

2013-2014 roapl I I 2015 rop (BbICOKMIA 1 CPEAHNIA PUCK)

Puc. 34. [lonn cuctem, NoaBepKeHHbIX PacrnpoCTPaHeHHbIM YAIBUMOCTAM YPOBHA KOAA NMPUIOKEHNA

B 2015 rogy 3amMeTHO BO3POC/a AONA CUCTEM, YA3BMMBIX /1A BbINOMHEHNA MPON3BOSIbHO-
ro Koga. [laHHbI HeJOCTaTOK BLICOKOW CTEMEeHN PUCKa MO3BOMAET HapyLWMTENO BbINONHATL
KomaHabl OC Ha cepBepe NPUIOKeHVA 1 NMOBbLILLATL CBOM NpUBMUAErin. HapylumTens MoxeT
NOAYYUTb JOCTYM K BaXKHOM MHOOPMaLMK, XpaHaLLenca B daiinax Ha cepsepe, a TakKe OCy-
WECTBAATb PA3NIMYHbBIE aTaKK, B TOM YKCIE HanpaBieHHble Ha MOMHbIN OTKa3 B 0OCYKMBAHUN
cnctembl [160.
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CToUT OTMETUTb, UTO B CUCTEMaX OT BeHAOPOB He OblNo 0OHAPYKEHO TaKMX HefJOCTATKOB, Kak
BHEAPEHVIE MPOMN3BOSIBHOIO KOJa, OTKPLITOE NepeHanpaseHne 1 YTeHre NoKanbHbIX Ganos.
OpnHaKo B 3TX c1CTEMaX BbINIO BbIABIEHO MHOKECTBO KPUTUUECKM OMaCHbIX YA3BUMOCTEN, Ta-
KX KaK BHeApeHue BHelHMX cywHocTen XML 1 BHeapeHe onepatopos SQL.

| BHepnpeHue BHelwHMX cywHocTen XML

000 0000000000000 A3%
/4444444

| MexcaiiToBoe BbINONHEHNEe cueHapwues

000 0 0000000000000 29%
0720720022000,

| BHeppeHIe Npon3BosIbHOrO Koga

‘dhzzaziiia’’ip’z’wy?d?’’!mm L
L7207 2000020200200

| Moppenka mexcanToBbIX 3aNpoCcoB

) 0000 0000000000000 18%
/4444444444

| OTKpbITOE NepeHanpasnexHne

;A ;4Lk4) 22/ L
L7207 2000020200200

| BHeppeHue onepatopos SQL

)00 0 0000000000000 29%
A/444444404

| YTeHune nokanbHbIX Gpaiinos

iyyzzzizzizzzzzizizzyzzzamlls
44444444444

i 4 4 4 4 I
k t t t t 1
0% 20% 40% 60% 80% 100%

I Cunctembl, NocTaBnAemMble BeHAOpamMmn

Cunctembl cOGCTBEHHOI pa3paboTku

Puc. 35. YA3BMMOCTY KOofia NpUNoXeHna (Lonn cuctem)

[1ns CHYKeHNA PUCKOB, CBA3aHHbIX C SKCMTyaTauyvent yA3BUMOCTEN Ha YPOBHe KoAa Be6-npu-
NIOXKEHWA, PEKOMEHTYETCA BHEAPATL MPAKTUKM 6E30MacHOro NPOrpaMM1pPOBaHNS, PEryNapHO
NPOBOAWTL aHAMN3 3aLMLLEHHOCTN NPUNOXKEHNUI, B TOM YMCIe C aHaM30M MCXOAHOIO Koaa
(Hanpumep, ABaXAbl B rOf), ¥ ONEPATUBHO YCTPAHATL BbIABIEHHbIE YA3BUMOCTA. B ciyyae nc-
MoMb30BaHWA CUCTEM, MOCTABAAEMbIX BEHAOPAMM, @ TaKKe MNP HEBO3MOXHOCTI ONepaTUBHO
NCNPaBNATb HEOCTATKN B CUCTEMAX COBCTBEHHOW Pa3pabOoTKM PEKOMEHITYETCA UCMONb30BaTh
NPEBEHTMBHbIE CPEACTBA 3aLLUUTbl — MEXCETEBbIE SKPaHbl YPOBHA Npunoxenus (WAF).

9. HepoctaTku KoHuUrypauum
9.1. 00wWaa craTUCTUKa

YA3BUMOCTM A@HHOW KaTeropuu Bbi3aBaHbl HekoppekTHor HacTpoikor OC, CYB/, Beb-cepae-
pa 1 KOMMOHEHTOB BEO-MPUNOKEHUIA. [TprMepHO 27% Bcex 0OHaPYKeHHbIX HeAOCTATKOB CH-
ctem 16O OTHOCATCA K 3TOMY T1MY (CM. PUC. 8). BONBLUMHCTBO YA3BNMOCTEN AaHHOW KaTeropum
XapaKTepU3yloTCA CPEAHVM YPOBHEM prcKa (57%): B OTMUMe OT NpeablAywmx net He Obi1o
BbIABNEHO KPUTMUECKM OMNACHbIX HEAOCTATKOB KOHOUIypauum (Hanpumep, M30bITOYHbIX Mpu-
BUNErNIA MPUNOXKEHNSA).
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00000000000 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sscssscsssssssssssssssssscsss

57%
t t t t t i
0% 20% 40% 60% 80% 100%
I CpepHuin puck Huskuin

Puc. 36. Hepgoctatku koHdurypauum cuctem 160

Mopaaka 90% PacCMOTPEHHBIX CUCTEM COflePXKanii XOTA Obl OfHY YA3BUMOCTb, CBA3AHHYIO C
HefoCTaTKaMM KOHGUIYPUPOBaHWA; 65% CofiepKanm HeAOCTaTKI CPEAHEro YPOBHS pUCKa.

65% 10%
F } } } } |
0% 20% 40% 60% 80% 100%
I CpefHuii puck Huskun I YA3BMMOCTM He BblABNEHbI

Puc. 37. MakcvmanbHbll ypOBEHb PUCKA HEAOCTAaTKOB KOHOUIypaumuy (A0m cuctem)

B cpeaHem kaxkaan cvictema 16O coneput xota bbl OfHY YA3BUMOCTb COEAHErO W OfHY YA3-
BMMOCTb HI3KOIO YPOBHS PYCKA, CBA3AHHbBIE C HEKOPPEKTHbIMY HACTPOMKAMM,

| 2774444
sz

I CpepHuin puck Huzkuin

Puc. 38. CpefiHee uncno yA3BUMOCTEN KOHGUIypaLmm Ha OAHY cuctemy

Hanbonee pacnpocTpaHeHHble YA3BUMOCTYM AaHHOW KaTeropuu:

+  BO3MOMKHOCTb MPOBefeHNA aTak Ha ceccuto (50% cmcTem);
+  BO3MOXHOCTb maeHTVdMKauum MO (40%);

+  pa3srnaweHne BaxkHbIX AaHHbIX (25%);

+ Hebe3onacHasa nepefaya AaHHbIX (25%).

Mpueenem npumep. Ecnn ans cookie-napameTpa, NepeaaroLlero MaeHTUGUKaToOp ceccuy, He
YCTaHaBIMBAETCA CBOWCTBO Ssecure, bpay3ep Nonb30BaTeNa MOXKET NepeaaBaTh rnapameTp He
TOMbKO Mo 6e3onacHomy npoTokony HTTPS, Ho 1 no oTkpeitomy npotokony HTTP. Mpn nc-
NoMnb30BaHMW Hebe30MacHoOro NPOTOKOMa Nepeaaur AaHHbIX MK HEAOCTATOUYHO CTOMKIX an-
FOPUTMOB WNOPOBAHMA 3N0YMbILNEHHNUK MOXET NepexBaTiTb MOMb30BaTeNIbCKUE AaHHDIE, B
TOM YunCre NaeHTUOUKATOP Ceccum.
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9.2. HemocTaTku KOHGUrypaLum B cuctemax cobCTBEHHOIA
pa3paboTKI 1 NOCTaBNAEMbIX BEHA0PaMUA

B cnctemax cobCTBEHHON Pa3paboTki HEMHOTVIM GOble MOMOBMHbI YA3BUMOCTEN, CBA3aH-
HbIX C HEOCTAaTKaMK KOHGUIypaLImMm, XapakTepr3yioTCsa CpeaHnm ypoBHem pricka (57%). B cu-
CTemax OT BEHIOPOB YA3BMMOCTEN CPEAHETO 1 HY3KOTO YPOBHEN PUCKA MOPOBHY.

50%
.

| CuncTembl, NocTaBRAemMble BeHgopamun

57%
.

| CucTembl COBCTBEHHOM Pa3paboTKm

, , , , )
F } } } } |
0% 20% 40% 60% 80% 100%
I CpefHuii puck Huzkuin

Puic. 39. [lona ya3srMoCTeit pa3nMyHOro YpoBHA puycKa B 00LieM Yrcie HeJOCTAaTKOB KOHGUIypaLmm

Ha puc. 40 npeacTaBneHo cpefHee KOAMUYECTBO YA3BUMOCTEN Pa3nnNyHOM CTEMeHM OnacHo-
CTVI, NPUXOAALIEECA Ha OfHY CUCTEMY, AR PasNUUHbIX KaTeropuii pa3paboTumkos. B Lenom
KOMMYECTBO HEJOCTATKOB KOHGUIypaLmMn HEBENMKO Ana 000X TUMOB CUCTEM (B CUCTEMAX OT
BEHIOPOB WX B CPeHEM BbISBIEHO HECKOSbKO 60MbLLE).

| CucTembl, NocTaBnAemble BeHAopamn

|77
Zzysuzzzzzzzzzzzzzzz2

| Cucrembl COBCTBEHHO pa3paboTKn

|77 480
ZZ/22z‘dédazgzzzzzzazazzzzzzzz2

I CpepfHuin puck Huzkuin

Puc. 40. CpefjHee KONMUYECTBO YA3BUMOCTEN KOHOUIYPaLMM Ha OfHY CUCTEMY

10. OTKa3 B 06cnyxuBaHUM

ATaKW, HanpasneHHble Ha 0TKa3 B 0b6cnyxusaHuy (DoS), — ofHa 13 CamMblX aKTyasbHbIX yYrpo3
6e3onacHocTu. B cnyuae cuctem [1IBO Takas ataka MOeT ObiTb HanpaBieHa Ha HapylleHye
JOCTYMHOCTI KaK CEePBEPHOM YacTy CUCTEMBI, TaK U JIMUHOTO KabuHeTa nonb3oBatend. [pu
OTKa3e CepBepPHON YacTu BaHK MOXET MOHECTY CYLLIECTBEHHbIE PENyTaLMOHHbIe noTepw (b6aH-
KOBCKMe MPOAYKTbl OyAyT Kakoe-To BpemMA HeAoCTYMHbI And KMeHTOB). MoryT BO3HVKaTb 1
KpynHble G1HaAHCOBbIE NOTEPK, B TOM UKMCSIe 3a CYET NprOLIK, YyLEHHOM 13-3a OCTAaHOBKM
TPaH3aKUMN.

OTka3 B 06CyKMBaHWM BCEI CLUCTEMBI MOXET ObITh BbI3BaH HEKOPPEKTHOM 06paboTKOM NOCTy-
NatoWMX AaHHbIX, @ TakXKe BO3HVIKATb B pe3ysibTaTe SKCrIyaTalmn ya3BUMOCTen — BHepeHus
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cywHocTen XML, BHeapeHua onepatopos XPath, BHefpeHne Npomn3BONbHOIO Kofda v paaa
ApYyrvix. Bbi3BaTb MOMHbBIN OTKa3 B 00CNykMBaHUK cucTembl [IBO Bo3moxHO ana 40% vccneno-
BaHHbIX PeCypCoB.

C Apyrov CTOPOHbI, MCMOMb3yA MpefcKkasyemocTb dopmata UAeHTUdMKATOpa YUeTHbIX 3a-
nvcen, HapyLmTenb CNocobeH CNPOBOLIMPOBaTL OAIOKMPOBKY YUETHbIX 3anMcel OTAENbHbIX
Nob30BaTenen — MyTem MHOrOKPaTHOrO BBOAA HEBEPHBIX YUETHbIX AaHHbBIX (€CV B AaHHON
cUCTeMe Takas OIOKMPOBKa NPOM3BOAMTCA aBTOMATUUECKH). [ofobHaa BO3MOXHOCTb Obifa B
2015 rony BbiABNEHa TOMbKO B 0aHOM crcTeme OBO.

11.  YasBumoctu Knuentckoro 10 mo6unbHbIX cuctem [160

Knuentckoe MO ana Android, Kak 1 B npepblaylise rofsl, 6onee ysa3srmoO Mo CPaBHeHMIo C
npunoxexuamun ans iOS. B 2015 rogy 75% mobunsHbix cuctem IO ans Android copepanu
KPUTUYECKM OMacHble YA3BMMOCTW, B TO BPEMs KaK A0MA NpunoxkeHuin Ha 6ase iOS, nogsep-
MKEHHbIX YA3BMMOCTAM BbICOKOW CTENEHN pyrCKa, CocTaBmMna 33% (cm. puc. 41).

Ba)KHO OTMETUTD, UTO XOTA OObIUHO YPOBEHb PUCKA YA3BMMOCTEN, CBA3AHHbIX C XPaHeHeM 1
nepefayet BaXKHbIX AaHHbIX B OTKPBITOM BUAE, OLIEHMBAETCA Kak CPEeAHWIN, B HEKOTOPbIX CI1y-
uanAx Takue yA3BUMOCTI KneHTCKoro 10 B nccneaoBaHHbIX MOOWbHbIX crucTemax AbO Gbinm
nepeKkBanMOULMPOBaHbl Kak KPUTUYECKI OMacHble — Mo pekomeHaauuy BafebLUeB cooT-
BETCTBYIOLMX CUCTEM. [pyriX YA3BUMOCTEN BbICOKOW CTEMEHM PUCKa (Hanpumep, «BHeapeHe
onepatopoB SQL», «BHeapeHne BHewHMx cywHocTen XMLy, «BHefpeHve npon3BOIbLHOMO
Koma») B pamKax nNpoekTos 2015 rofa BbiABNEHO He Obino.

|ios

| 77777/ R

| Z7 A ERL
44444

|Android

Y 772277 5%

Y /1122002025 T5%
4424

0% 20% 40% 60% 80% 100%

I Bblicokuin puck I CpepHuin Huskuin

Puc. 41. Jonw knuertckoro MO mobunbHbix cuctem B0 ¢ yA3BMMOCTAMY Pa3NMYHONM CTeNeHM OnacHOCTH

lios  33% 33%
[
| Android 75% 25%

I Bbicokuin puck I CpepHuin Huskui

Prc. 42. MakcvmanbHbIN ypoBeHb prcKa yAa3B1MOCTen MobunbHbIx cuctem 160
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Bce nccneposaHHble B 2015 rofy MobunbHble cuctembl [160 cofepani yA3BUMOCTY, NP STOM
Android-cucTembl cofilepanit HeOCTaTKM Kak MAHVMYM CPeAHero ypoBHs purcka. B 33% mo-
61nbHbIX [16O Ha 6a3e iOS 6binv 0bHapYKeHbI HeOCTATKM TONBKO HU3KOW CTEMEHM OMACHOCTH.

B cpeaHem kaxpoe npunoxerne Ha 6ase Android coaepumT 3,8 yA3BUMOCTY, UTO NMpuUmMep-
HO cooTBeTcTByeT yposHio 2013-2014 rofos, korga ux 6bino 3,7. Ana iOS-npunoxeHnin aan-
Hbli NapameTp paBeH 1,6, UTO 3HAUMTENBHO Nydlle pesynbrata NpPeablaywyx neT, Korga Ha
Kaxk[oe MPUIOKEHNIA NMPUXOLNIOCH 2,3 YA3BUMOCTW. HegoCTaTOK HM3KOrO YPOBHA PUCKa
«/lneHTVGMKaUMA NPUNOXKEHNI» OblN BbIABNEH Kak B cucTemax Ha iOS, Tak 1 Ha Android.

i0S
| 7 4444470
| ZZzzzcizz22zzyzzwcazzzuzy?zm
4444

|Android

| 7777777/ 44/ynt?’t’/’//a2s7/7/)d 22

| 77744/ 0
7000002020200 0000000000000 000022002000 200022,

I Bblcokuin puck I CpefHuin Huzkuin

Puc. 43. CpepHee KOnMYeCcTBO yA3BUMOCTEN B KNMEHTCKOM [0 MOOUIbHBIX CUCTEM

Hanbonee uacto B MobWbHBIX cucTemax [AbO BCTpeyanich yA3BUMOCTH, CBA3aHHbIe C Hebes-
OMacHbIM XpaHeHVeM 1 Nepefadelt AaHHbIX. PacnpoCcTpaHeHHbIMIU OCTalOTCA TakKe YA3BUMO-
CTW, CBA3aHHbIE C HeOCTaTKaMK 3aLWTbl CECCM, XOTA JOMA CUCTEM C TakUMMK HeJOoCTaTKamu
3aMETHO CHM3MACh.

| Hebe3onacHoe xpaHeHue AaHHbIX B MOBUIBHOM MPUIOXEHUN

00 0000000000000 A3%
iz

| He6e3onacHas nepefaya AaHHbIX

)00 0 00000000000 29%
4

| HepocTatouHas 3awmTa ceccuin

)00 0 000000000000 29%
44444

| Pa3rnaweHune BaxKHbIX AaHHbIX

|77 /7S
/44444

| JlocTynHOCTb MHTepderica oTnagkn

|7/
/4444444

i 4 4 4 4 I
k t t t t 1
0% 20% 40% 60% 80% 100%

2013-201410pe | 201510

Puc. 44. PacnpocTpaHeHHble YA3BUMOCTH KIMEHTCKOrO 10O MOGUAbHBIX CUCTEM (A0NM CUCTeM)
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XoTA camble pacnpocTpaHeHHble YA3BUMOCTU MOBUbHLIX cincTem [ABO xapakTepusytorca
CcpedHen CTeneHbio PUCKa, B pAAe ClyYaeB COBOKYMHOCTb HECKOMbKIMX HeOCTAaTKOB NMO3BOSA-
Na peanv3oBaTb Cepbe3Hble Yrpo3bl 0€30MacHOCTH. V1 Kak Mbl YKa3ani BbiLUE, Takue HefJOCTaTKM
ObINV OTMEYEHBI BNafeNbLamn KOHKPETHBIX CUCTEM Kak KpUTUYECKM onacHble. Hanpumep, He-
KOPPEKTHadA peanvsauma MexaHv3ama Bxofa no KopoTkomy PIN-Koay B COBOKYMHOCTM C XpaHe-
HVeM UaeHTUdMKaTopa ceccum B GaiinoBon crcTeme NO3BONAIOT 3M10YMbILLNEHHNKY, Obnafato-
Lwemy GU3MYeCcKM JOCTYMNOM K YCTPOWCTBY, NMOAMEHUTL OTBET Beb-cepBepa TakM 00pasoM,
uTO Ha Nlobyto MOMBITKY HeBepHOro Beofda PIN-koaa cepsep OyneT BO3BpallaTh 3HavueHe true.
B pe3synbrate ycnewHom atakm 310yMbILLAEHHNK MOXET NONYUYNTb MOMHbIN KOHTPOMb Haf Y-
HbIM KabMHETOM aTakyemoro nofb3oBaTens, B TOM UMC/e U3MEeHATb HACTPOVIKM 1 COBEPLLUATL
TPaH3akLMK OT ero MMeHN. Takxe B OHOM 13 MPOEKTOB HapyLUMTEb MOT MONYYUTL AOCTYN
K MOOWNbHOMY OaHKMHIY MOAb30oBaTeNd BCNeACTBME HEAOCTaTOUYHO 3alUMLIEHHOM Nepeaadn
[aHHbBIX: CMCTEMa MO3BOSANA MCMOMb30BaTh CaMOMOANMCaHHbIe cepTUdMKaTbl MPY UCMOMb30-
BaHWW NpoTtokona HTTPS.

11.1. Hebe3onacHoe XxpaHeHue AaHHbIX

MHorvie MOBUbHbIE MPUIOXKEHMSA XPaHAT B GalinoBoV C1CTeMe BaxHble JaHHble B OTKPBITOM
BUAE (3TO MOUTU Kaxaas BTOpas cucTema, 43%). K Takol UyBCTBUTENBHOM MHGOPMALIMN OTHO-
CATCA, K NpUMepy, NepcoHarnbHble AaHHble KIMEeHTOB, AeHTUUKATOPbI 1 Mapony Nosb3oBaTe-
nen, naeHTMOUKATOPbl CECCUIA, OTNaAoYHaa MHGOPMaLILA.

PekoMeHLYEeTCA He COXPaHATb BaXKHbIE [aHHble B OOLLEAOCTYNHbIX KaTanorax Uin UCrnonb3o-
BaTb WWdPOBaHMeE. TakKe pekomMeHayeTcs obecrneunTs CTPOroe pasrpaHndeHre AocTyna K
AAHHbBIM MPUNOKEHWS, PYKOBOACTBYACH MPUHLMMOM MAHVMU3ALIMN NPUBUEr A,

11.2. Hebe3onacHas nepefaya AaHHbIX

YA3BMMOCTI MOOUBbHbBIX I'Ipl/U'IO>KeHMI;l, CBA3aHHble C Hebe3omnacHoM nepeaaqel?l HAaHHbIX, OTHO-
CATCA K aieaytoumm OCHOBHbIM KaTeEropuUAMm:

+ nepepgaya AaHHbIX MO He3awmMweHHoMy npoTtokony HTTP;
+  OTCYyTCTBME NPOBEPKM SSL-cepTudMKaTOB;

+ BO3MOXKHOCTb ,D,O6aBJ'IeHl/IF| Ha yCTpOlZCTBe Mnoib3oBatesia CaMonoAnMCaHHbIX CepTl/ld)l/lKa-
TOB B CMKCOK JOBEPEHHbIX;

+ nepefdava BaxHbIX AaHHbIX (HAaNpUMep, Maponsa NOb30BaTeNs) B OTKPLITOM Biae 6e3 uc-
NOMb30BaHNA MEXaHV3MOB XeLIMPOBaHNS.

B pe3ynbraTe aKCryaTauum YKasaHHbIX YA3BUMOCTEN 310YMbILAEHHUK MOXET NOMYyUnTb 40-
CTYN K BaXKHbIM JaHHbIM, NepeaaBaeMbiM NPUIOKEHVEM (MOEHTUUKATOPaM 1 Mapoam Nosb-
30BaTesen, reonoKalvoHHbIM AaHHBIM 1 npoydelt nHdopmaumm). Hanpuvep, B8 Ciydae ecim
nonb3oBate/lb MObUIbHONM cucTembl [16O nogknounTca K nybnmMuHon 6ecnpoBOaHON CeTy,
aTaKyoLWMIA MOXeT MPOBECTM aTaky TuMa «yesioBek nocepeavte» (Man in the Middle) n nepe-
XBaTWUTb NepefaBaemMble B OTKPbITOM BUAE AaHHbIE. [1py 3TOM, B Cllyyae aBTOMATU3MPOBAHHO-
rO CLieHapKA aTakK, 3M0YMbILLNEHHWK MOXKET BMELLATbCA B MPOLIECC MPOBeAEHNA TPaH3aKLMN,
NOAMEHAA PEKBM3UTLI NNATEXEN B PEXIME PeasibHOro BpemeHu.

PekomeHayeTcA 1Cnonb3oBaTh 3alMLLEHHbIE MPOTOKONLI Nepedayn AaHHbIX (Hanprimep, TLS),
a TakKe MCMonb3oBaThb CepTUdIKATLI, 3aBEPeHHbIe MOAMVCHIO YAOCTOBEPAIOLIErO LIEHTPA.
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11.3. HepgoctaToyHas 3awwuTa ceccuu

B nccnenoBaHHbIx MobubHbIX cuctemax [IbO 6bi0 BbiABNEHO OOSbLIOE KOMMYECTBO YA3BU-
MOCTEM, MO3BONSAOLMX PEeann3oBaTh aTaki Ha ceccvn nonb3osaTeneit. K HUM OTHOCMAMCH
cnegyroLye:

+ 1Py BbIXO[e W3 YUETHOW 3arici MPWUNoKEeH1e He OTNPAaBAeT 3anpoc K Ccepeepy A/1s 3a-
KPbITVA ceccumn. Hapywntesb MOXET MCMONb30BaTb aKTUBHYIO CECCUI0 A NMPOBEeAEHA
aTak. B cnyyae nepexeata HapyLUUTEb MOXET UCMOMb30BaTh CECCHIO MOMb30BaTeNA 1 Mo-
AYYnUTb JOCTYM K 70 fAaHHbBIM, @ TAKXKe JaHHbIM MIaTeXHbIX KapT,

+  Npv BbIXOAe 13 YUETHOM 3anncK NPUNOXeHKe OTNPaBAAET 3anpoC K cepBepy A 3aKpbl-
TWA CECCUM, O[IHAKO CECCMA OCTAETCA aKTVBHOW Ha NPOTaxeHWn etle 20 MyHYT. Hapyum-
TeNb MOXET MCMOMb30BaTh 3TO BPEMsA /1A OCYLIECTBIEHWA aTaK. TaKKe 3M10yMbILNEHHVIK
MOXET NPOA/IATb aKTUBHOCTb CECCUV, NEPVIOANYECKIA OTIPABIIAA 3aMpPOChl CepBEPY;

+  MOeHTUOMKATOP Ceccumn He NPUBsA3aH K KOHKpeTHoMy IP-anpecy. B cnydae nepexsara Ta-
KOro MaeHTMdUKaTopa HapyLMTeb MOXET MOMYUYUTb HECAHKLIMOHWPOBAHHBIA AOCTYN K
NIMYHOMY KabVHETY Monb3oBaTens;

+ 1nAa cookie-napameTpoB He YCTaHaBAMBAETCA CBOMCTBO secure, BCMeACTBYE Uero pa3pe-
WaeTcs NnepeaaBaTb UAEHTUPMKATOP Ceccum No HesallmieHHOMY npoTokony HTTP.

[InA 3almThl PEKOMEHAYETCA 3aBepPLUaTb aKTUBHYKO CECCMIO MPW BbIXOLE W3 YUYETHOW 3anmncu:
NAEHTUDMKATOP CECCUN He [OMKeH ObiTb akTMBEH NOC/E BbIXOAA MOMb30BATENA U3 CUCTEMBI.
He pekomeHayeTca pa3pellaTb NOAKMOUYEHNE K OAHOW YUYETHOW 3anncin OAHOBPEMEHHO C
HECKOMbKIX YCTPOWCTB. [pW MOAKMOUYEHWN K YUETHOW 3annck ¢ APYroro yCTpOnCTBa peKko-
MEH[IyeTCA aBTOMATNYECKM 3aBepLUaThb TEKYLLYIO akTUBHYIO CeCcuio. Takke HeoOXOAMMO YCTa-
HaBNMBaTb CBOWCTBO Secure AsiA 3aluTbl cookie-napameTpoB, cofepallinx naeHTudukatop
Ceccuu 1 apyrvie BaxkHble AaHHble.
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3aknoyeHue

YpoBeHb 3aluieHHoCT cuctem 16O Ha cerogHALWHNUI JeHb NMo-NPeXKHeMyY OCTAETCA HUKNM,
HEeCMOTPSA Ha COKpaLlieHne OOLLEN A0 KPUTUYECKM ONACHbIX YA3BUMOCTEN MO CPaBHEHMIO C
NPOLLMBIMA TOAaMM. YA3BUMbIMIA OCTAIOTCA KakK CUCTEMbI Aa GU3MUECKNX, TaK U ANA lopuamn-
YECKMX NUL, — HE3aBUCUMO OT TOrO, Pa3paboTaHbl OHW M3BECTHBIM BEHAOPOM /IMO0 CamiM
OaAHKOM.

Huskaa 3awmueHHocTs cictem [0, HaxoAAWMXCA B SKCyaTaUun, HAarAAHO CBUAETENb-
CTBYET O HEOOXOAMMOCTU BHEAPEHWA NPOLECCOB obecreveHns 6e30nacHOCT Ha BCeX CTa-
AVISIX KU3HEHHOTO LMKNa NPUIOKEHWUIA. AHanu3 3aliuileHHocTy cuctembl 16O Heobxoaw-
MO MPOBOANTbL He TOMBbKO Ha 3Tanax pa3paboTky U nepef BBOAOM B 3KCMyaTaLmio, HO 1 BO
BPEMSA ee aKTMBHOMO 1CMOSb30BaHWA KNeHTaMmM 6aHKa. [pruem Takol aHanms Heobxoommo
OCYLLECTBNATL HA PEryNAPHOM OCHOBe (HanpuMep, IBaXAbl B FOf) C KOHTPOMEM YCTPAHEHNS
BbIAIBNEHHBIX HeocTaTkoB. Cnctemam [160, nprobpeTeHHbIM Y BEHIIOPOB, CTOUT YAeNTb OCO-
60e BHUMaHVe: 3a4acTyio OHY bonee NoaBepPKeHbl YA3BUMOCTSAM, YeM CUCTEMbl CODCTBEHHOM
pa3paboTkm GaHKoB. Kpome TOro, pekomeHAyeTCA 1CMob30oBaTh CPeAcTBa MpPeBEeHTNBHOM
3alLWTBI, TAKME Kak MeXCeTeBOW 3KpaH YPOoBHA Npunoxerna (WAF). B yacTHOCTW, AnA Npoayk-
TVIBHbBIX CUCTEM, MPUOBPETAEMbIX Y BEHAOPOB, MEXCETEBOW IKPaH YPOBHA NMPUNOXKeHNA peKo-
MEH[IyeTCA MCMOb30BaTh BO M30eXKaHVe SKCMyaTaLum 13BeCTHbIX YA3BUMOCTEl [0 Bbiycka
ouepeHOro OOHOBEHNA.

Kak nokasano mccneaosaHme, npobnembl peanvizaumy MexaH3moB UaeHTUOUKaLUMK, ayTeH-
TUOVKALMM 1 aBTOPU3ALIMK NO-NPEXHEMY aKTyasbHbl. HefocTatouHoe BHYMaHKe pa3paboT-
UMKOB K TaKVM He[loCTaTKam MOXET NMPUBECTM K Peann3auny PasfnyHbIX yrpo3 6e3onacHoCTy
BMNOTb 10 HECAHKUMOHMUPOBAHHOTO MPOBEAEHVIA TPAH3AKLIMIA 1 MONYYEHVIAl OSIHOTO KOHTPO-
na Hag cvuctemoit 1O, CTouT OTMETUTb, YTO /1 MOMYYEHMA JOCTYMa K NMYHOMY KabuHeTy
NoMb30BaTeNs HapPyLMTENO AOCTATOYHO WMCMOSb30BaTh [aBHO M3BECTHbIE W MO-MPEXHEMY
PaCcNPOCTPaHEeHHbIE YA3BMMOCTI (HanMpUMep, HEAOCTATOUHYIO 3alWTy ceccum). Heobxoammo
yaenaTb 0coboe BHMMaHWe KOPPEKTHOW peanii3aLmin MexaHU3MoB 3alliuThl. Takxe cnenyet
BHEPATL NPOLIECCh 6e30MacHo pa3paboTky, obecrneunBaTb BCECTOPOHHee TeCTUPOBaHe
6e30MacHOCTV C1CTEM NPV Npremke PaboT. B KauecTBe OCHOBbI A1A BHEAPEHWA NMPOLIeCCoB
obecneyeHra MHGOPMaLIMOHHON 6e3onacHoCTM cucTem 16O Ha BCex CTaaWsaX MKU3HEHHOO
UMKNa MOTYT ObITb MCMOMb30BaHbI BbinyLleHHble B 2014 roay pekomeHaaumn baHka Poccum —
PC BP IBB(2.6-2014.

YUnTbIBaA BbICOKYIO OO KPUTNUECKM OMACHbIX YA3BUMOCTEN Ha YPOBHE KOAa Beb-npuoxe-
HUI, HEOOXOAVMO NPOBOAWTL PEryAPHbIE MPOBEPKM €ro KauecTsa, HanpuMep nyTem aHanm-
3a 3aWMLLEHHOCT METOAOM Genoro ALMKa (B TOM Unce C MOMOLLbIO aBTOMATV3MPOBAHHbIX
cpencTs). PerynapHbIi 1M BCECTOPOHHUIA KOHTPOSb 3almileHHoCT cnctem bO no3sonut
CHW3WTb PUCKM peanm3aumm yrpo3 6e30nacHOCTI 1 130exaTb GUHAHCOBBIX 1 PEMyTaLMOHHBIX
noTepb.
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O KomnaHuu

Positive Technologies — ofanH ¥3 NMAEPOB E€BPOMENCKOrO PbiHKa CHUCTEM aHanm3a 3aluLleHHOCTM
1 COOTBETCTBUA CTaHAapPTaM, a TakKe 3aliuTbl BEO-NPUNOXEHN. [JeATeNbHOCTb KOMMaHWM NLEeH3MpoBaHa
MwuHo6opoHbl PO, OCb n OCTIK, npoaykuma ceptuduumposaHa OCTIK n «fasnpomom». OpraHnzauymum
BO MHOIMX CTpaHax Mvpa UCNonb3yioT pellerunsa Positive Technologies ana oueHKW ypoBHa 6e30macHoCTu
CBOVIX CETEV U MPUIOXKEHWI, ANA BbINONHEHWA TPeOOBaHWIN PeryIpYOLWmMX OpraH13aLunii v 610KMpoBaHA
aTak B pexumMe peanbHOro BpemeHW. bnarogapa MHOroneTHVMM WUCCnefoBaHUAM crneunanuctsl Positive
Technologies 3acnyxunu penyTaumio 3KCNepToB MeXAyHapOAHOrO YpoBHA B Bompocax 3alutbl SCADA-
1 ERP-crcTem, KpyrnHenwwmx 6aHKoB 1 TeNekoM-0nepaTopos.

MNoppobHee: facebook.com/PositiveTechnologies, facebook.com/PHDays, twitter.com/ptsecurity
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