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2. METOAUKA

OaHHaa nybnukauus conoepXuT O0630pHYI CTaTUCTUKY  ya3BuMocTen  Web-npunoxeHun,
nonydeHHyo B Xxoae paboT no TecTMpoBaHWSIM Ha MNPOHUKHOBEHWE, ayauToB 6e30MmacHOCTU U
Apyrux pabot, npoBoauMbIX KoMnaHusamu, BxoasawmMm B koHcopumym WASC B 2008 roay. Bcero
CTaTUCTUKA COAEPXUT AaHHble 0 12186 caiTax, B KOTOPbIX 6bls10 06HapyXeHo 97554 ysA3BMMOCTH
pa3INYHOM CTENEHN pUCKa.

B pe3ynbTaTe cobpaHHbIX AaHHbIX ObIs10 Nosy4YeHo 4 Habopa AaHHbIX:
= CyMMapHas cTaTUCTMKa no BCeM BMAAM paboT;
*  CTaTMUCTUKa MO aBTOMATUUYECKOMY CKaHMPOBAHUIO;
*  CTATMUCTUKa MO OLEHKe 3aLUMLWEHHOCTN METOLOM YEPHOrO SlUMKa;
*  CTaTMCTMKa MO OLEHKE 3alUMLLEHHOCTN MeToAoM 6enoro swmka.

[JaHHble  aBTOMATM4YeCcKOro  CKaHupoBaHus  cogepxaT  MHMOpMauMio MO MOMHOCTbIO
aBTOMaTU3MPOBaHHOMY CKaHWMpOBaHWIO 6e3 npeaBapuTesibHOM HACTPOMKU (CO CTaHAAPTHbIM
npoduneM) cantoB XOCTUHr-NpoBaihaepa. Mpu aHanmse 3Ton MHMOPMAUMK CNeayeT y4uTbiBaTh,
UYTO AaneKko He BCe CalTbl UCMOb3YHOT MHTEPAKTUBHbIE 3f1eMeHTbl. KpoMe Toro, AONoNHUTENbHas
3KCMNepTHas HacTponka cKaHepa noa KoHkpeTHoe Web-npunoxeHue nNO3BONASET CyLECTBEHHO
MOBbICUTb 3 PEKTUBHOCTL 06HAPYXEeHUS YS3BUMOCTEN.

CTaTUCTMKa Mo OLEHKE 3aLUMLLEHHOCTM METOAOM YEPHOro SILUMKA COAEPXMUT pe3ysibTaTbl paboT no
py4YHOMY W aBTOMaTU3MpoBaHHOMY aHanmsy Web-npunoxeHuii, 6e3 npeaBapuUTeNbHOMO NoyyYeHust
Kakoi nnméo MHbopMaumm 06 uccnegyeMoM NpuIoXeHun. Kak npaBusio, Takve paboTbl BKIIOYAOT
CKaHWpOBaHWE C NpeABapUTENbHbIMU HACTPOMKaMM U PYYHOW MOWUCK YSISBUMOCTEN HeAOoCTYMHbIX
aBTOMaTMUYECKMM CKaHepaM.

CraTnuCcTMka no OUEHKEe 3alUMLEHHOCTU METoAOM 6enoro silmKka COAepXUT pe3ynbTaTbl paboT no
Hanbonee rnybokoMy aHanmsy Web-npunoxeHuii. Takme paboTbl BKJKOYAOT B cebs aHanm3
MPUNOXEHNS OT UMEHM aBTOPU30BAHHOIO MOSIbL30BATENS U aHaNU3 UCXOAHbIX KOAOB, MOMUMO BCEX
TeX NpPOBEPOK, KOTOPbIE BbINMOJIHAKOTCS Npy 06CeaoBaHMN NPUIOXKEHUS METOA0M YEPHOro ALMKa.

O6HapyXeHHble  ya3BMMOCTM  KiaccuduumpoBanncb cornacHo Web  Application  Security
Consortium Web Security Threat Classification (WASC WSTCv2). KpuUTUYHOCTb YyS3BUMOCTH,
oueHuBanacbh cornacHo CVSSv2 (Common Vulnerability Scoring System version 2) ¢ ganbHenwmnm
npuBeAeHMEM K CTeMNeHsIM pucKa CTaHaapTa Mo 3awute MHdopMaumMm B MHAYCTPUKN MaTeXHbIX
kapT PCI DSS (Payment Card Industry Data Security Standard) cornacHo Metoauke (MpunoxeHue
1).

3. PE3IOME

Bcero B npeacTaBneHHY0 CTaTUCTUKY BOLWAW AaHHble no 12186 Web-npunoxeHusiM, B KOTOPbIX
6bI/10 06HapyxeHo 97554 ya3BMMOCTU pas/IMYHON CTEMEHU puUcKa. AHANIM3 MONYYEHHbIX AaHHbIX
nokasbiBaer, uto 6Gonee 13%' Bcex NpPOaHaNM3UPOBAHHLIX CalTOB  MOXeT  6biTb

1 Web-npunoxeHusi, coaepxalume ysssuMocTtu Brute Force Attack, Buffer Overflow, OS Commanding, Path Traversal,
Remote File Inclusion, SSI Injection, Session Fixation, SQL Injection, Insufficient Authentication, Insufficient
Authorization, BbIiBNeHHble Npy NpoBeAeHMM aBTOMaTU3MPOBaHHbIX CKaHUPOBaHWUIA.
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CKOMMPOMETMPOBAHO MOJIHOCTbIO aBTOMaTuUuecku. Okono 49% Web-npunoxeHuii cogepxat
YSI3BMMOCTM BbICOKOWN cTeneHen pucka (Urgent u Critical), o6Hapy>XeHHble npy aBTOMaTUYECKOM
CkaHupoBaHuM cuctem (T.1). OgHako Mpu AeTaslbHOWM py4YHOM M aBTOMaTU3MPOBaHHOW OLIEHKE
MeToA0M 6e/10ro silka BEpOATHOCTb O6HapY)XeHUA TaKUX yA3BMMOCTEN BbICOKOW CTENneHu
pucka pocrturaetr 80-96%. BeposaTHOCTb e 0bHapyXeHus ysS3BMMOCTEN CTeneHW pucka Bbllle
cpenHero (Kputepuin cooTBeTcTBuS TpebosaHmam PCI DSS) coctaBnset 6onee 86% npu nobom
MeTtone paboT. B TO e BpemMs npu nposeaeHun bHonee rnybokoro aHanusza 99% Web-
NpPUIOXKEHUA He yaoBneTBopsieT TpeboBaHMsAM cTaHAapTa No 3awmrte MHdopMmauuu B
MHAYCTPUM NNaTexXHbIX Kapt (T.6, Puc.13).

Ha ocHOBaHMW NpoBeAeHHOro aHanu3a MOXHO caenaTtb Crieayrowmne BbiBOAbI:

= Hanbonee pacrnpocTpaHEHHbIMM YSI3BUMOCTSIMU SABNSOTCA "MeXCaliToOBOE BbINOSIHEHME
cueHapueB" (Cross-site Scripting), pasnuuHble Buabl yTeukn nHdopmaummn (Information
Leakage), "BHeapeHune onepatopoB SQL" (SQL Injection), "PacwennexHne HTTP-3anpoca”
(HTTP Response Splitting).

* BeposATHOCTb O6HapyXXeHUS KPUTUYHOM ownbKM B AnHaMmnyeckoM Web-npuaoxxeHnm
cocrtasnseT nopsaka 49% npu npoBeAeHMn aBTOMaTUYECKOro CKaHMpoBaHus n 96% npu
BCECTOPOHHEM 3KCMNepTHOM aHanmse meTtoaoM 6enoro Aawmka;

=  Y493BMMOCTM, CBSI3@HHbIE C HEAOCTaTKaMn agMUHUCTPUPOBaHUS BCTpedaeTcsa Ha 20% ydalle,
YEM YS3BMMOCTU CBSA3aHHble C ownbkaMm B paspaboTke CUCTEM;

= Jlo 99% Web-npunoxeHuin He yaosneTtsopsieT TpeboBaHUAM CTaHAapTa No 3awuTe
MHMOPMaUnKM B MHAYCTPUM NNaTeXHbIX KapT, a 48% He COOTBETCTBYIOT Kputepmnsam ASV-
ckaHupoBaHus no PCI DSS.

» [leTanbHbI aHanM3 MeToAoM 6eoro suuKa No3BoAsIeET B CpeaHEM MAEHTUdULMPOBATb A0
91 yA3BMMOCTEW BbICOKOI CTEMNeHn pucka Ha oaHo Web-npunoxeHue, B TO BPeMs Kak
aBTOMaTU3MpPOBaHHOE CKaHMPOBaHWE — TOJIbKO 3.

* [lo cpaBHeHuto ¢ 2007 rogOM CHU3UAOCh YNCNO CalTOB CoAepXKalux pacnpoCcTpaHeHHble
ya3BumocTn SQL Injection n Cross-site Scripting Ha 13 n 20% cooTBETCTBEHHO, OAHAaKoO,
UYMCNIO CaNTOB COAEPXKALLUMX Pa3NUUHbIe BUAbl YTEUKN MHPOPMaL MM BO3pocno Ha 24%. C
ApYroi CTOPOHbI, BEPOSITHOCTb @aBTOMaTUYECKOM KOMMpOMEeTaLmMn y3n10B Bo3pocna € 7 Ao
13%.

4. AHANN3 OAHHbIX

Bcero B npeAcTaBieHHY CTaTUCTUKY BOLWAW AaHHble no 12186 Web-npunoxeHusM, B KOTOPbIX
66110 06HapyxeHo 97554 ya3BMMOCTM pas3NnMYHOM CTeNeHn pucka.

4.1. O6wmn aHanus3

B T.1 1 Ha Puc.1 npeactasnieHbl AaHHbIE MO BEPOATHOCTM OBHAPYXKEHWUS YA3BUMOCTEN pas/iMuHOn
CTerneHun pucka, BbISB/IEHHbIE B X04e ayANTOB U NyTeM aBTOMaTU3NPOBAHHOINO CKaHMPOBAHUS.

Tak, npuv nNpoBeAeHWN aBTOMAaTUYECKUX CKaHMpOBaHuWn 6bin0 BbiBNEeHO A0 86% calTos,
cofepXalmx OT O4HOM A0 HECKONbKMX YSA3BUMOCTEN He HuXe cpeaHero ypoBHS pucka (Urgent-
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High). Mpu oueHke Web-npuioxeHui MeTodaMuM YepHOro M 6enoro silmka, aHasorm4yHbIN
nokasartesib yBenmuunsicsa Ao 92-98% cooTBEeTCTBEHHO.

B 3HauMTeNbHOM CTEeneHu NoflyYeHHble pe3yNbTaTbl CBA3aHHbI C TEM, YTO NpU AeTasbHOM aHanuse
oLeHKa pucka 6onee agekBaTHa W YUMTbIBAET HE TOMNbKO TUM YS3BMMOCTU, HO W peasibHble
nocneacTeus eé€ aKkcrilyataunm C y4eTOoM apXMTEKTYypbl U peanm3aumun rnpunoxeHus. Kpome Toro,
BaXHbIM (PaKTOPOM SABASETCH TO, YTO NMPU aBTOMATUYECKOM CKAHWPOBAHWM Yy4yacTBOBanu CalThbl
XOCTUHIr-NpoBanaepa, B HEKOTOPbIX CAy4dasx He coAepXKallume aKTUBHOIMO KOHTEHTa, B TO BpeMs
Kak paboTbl MO OLEHKe 3alUMLLEHHOCTM, KakK MpaBu/io, NMPOoBOASATCA ANS NPUIOXEHUI coAepiKallumx
CNOXHYI 6usHec-normky. TO eCcTb pe3ynbTaTbl aBTOMATM3MPOBAHHBLIX CKAHWUPOBAHUMA MOXHO
WHTEpNpeTMpoBaTb KakK AaHHble ANs CpeaHecTaTucTMyeckoro VIHTepHeT-canTa, B TO BpeMs Kak
paboTbl npoBoaMMble MeTogamu BlackBox u WhiteBox 6onblue OTHOCATCA K WHTEPAKTUBHbLIM
KoprnopaTtnBHbIM Web-npunoxeHusm.

100% -
92%
90%
B80%
70%
60% H Urgent
M Critical
50%
i High
40% H Medium
 Low
30%
20%
10%
0%
% Sites (ALL) % Sites (Scans) % Sites (BlackBox) % Sites (WhiteBox)
PucyHok 1. BeposiTHOCTb 06Hapy>KeHUs ySI3BUMOCTEN pasfYHON CTemneHn pucka
T.1 BGDOFITHOCTb 06Ha|C)Y)KEHVIF| y9|3BVIMOCTel71 pa3J1VI‘-IHOl71 CTENEHN pUCKa
ALL Scans BlackBox ~ WhiteBox
Urgent 18,77% 16,70% 19,69%  50,00%
Critical 45,22% 39,25% 74,76%  92,00%
High 72,27% 73,09% 58,51%  62,00%
Medium 36,56% 40,19% 12,05%  24,00%
Low 29,69% 34,45% 0,10% 4,00%
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U+C 5550%  49,40%  79,73%  96,00%

U+C+H 95,79%  95,60%  95,66%  98,84%

Hamnbonee pacnpocTpaHeHHbIMU Yysa3BUMMOCTAMU saBnaTca Cross-Site  Scripting, Information
Leakage, SQL Injection, Insufficient Transport Layer Protection, Fingerprinting n HTTP Response
Splitting (Puc. 2). Kak npasuno, ysa3smMoctn TMna Cross-Site Scripting, SQL Injection n HTTP
Response Splitting BO3HMKalOT MO NpuUyYMHE OWKMBOK B pa3paboTke CUCTEM, B TO BpeMs Kak
Information Leakage, Insufficient Transport Layer Protection n Fingerprinting 3a4acTyto cBsi3aHbl C
HeAOCTaTOYHO 3(PhEKTUBHLIM aAMUHUCTPUPOBaHMEM (HampuMmep, pasrpaHuyeHMeM [0CTyna) B
cucTemax.

45% -
a0% - 39%

35% 32%
30%
25%
20% -
15% -
10% - -
5% - - b % 3%
- | . e

Cross-5ite Scripting Information leakage 50L Injection Insufficient Transport Fingerprinting HTTP Response
Layer Protection Splitting

PucyHok 2. Hanbonee pacnpocTpaHeHHble ys3suMocTy B Web-npunoxxennsix (% Vulns ALL)

70%

65%

60%

50%

40%
H % vulns
30% H % Sites
20%
10%
0%
Cross-Site Scripting Information leakage S0L Injection Insufficient Transport Layer Fingerprinting
Protection
PucyHok 3. BeposiTHOCTb 0BHapy»eHust Hanbonee pacnpocTpaHeHHbIX ysa3BuMocTel Web-npunoxeHuit (% Sites ALL)
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M Cross-Site Scripting

M Information leakage

M SQL Injection

M Insufficient Transport Layer
Protection

M Fingerprinting

i HTTP Response Splitting

i Other

PucyHok 4. MpoLeHT ys3B1MMocTel oT 06Lero umcna (% Vulns ALL)

PaccmatpuBass npupody BO3HUKHOBEHWS  yS3BMMOCTEM B UenoM (B COOTBETCTBUM C
Knaccngukaumen B lMpunoxeHnn 2), nonyymMm, yto Ha 20% udalle BCTpe4yalTCs YS3BUMOCTHU,
CBsi3aHHble C HEeAOCTAaTOYHO 3PDEKTUBHbIM aaMUHUCTpupoBaHneM (Puc. 5). B Toxe Bpems, Ha
OAMH CaNT NpUXoAUTbLCS A0 YeTbipex NpobneM CBSA3aHHbIX C HeAOCTaTKaMU aAMUHUCTPUPOBAHUSA U
[0 BOCbMM YSI3BMMOCTEN, CBA3aHHbIX C owmbkamm B paspaboTke cucrtem (T.2).

T. 2 BeposATHOCTb OBHapy>XeHUs YS3BMMOCTEN NO Npupoae BO3HUKHOBEHUS

No. of Vulns No. of Sites % Vulns % Sites  No. Vulns on Site

Vulnerability in administration 41859 10347 42,91% 84,91% 4,05
Vulnerability in code 55695 7023 57,09% 57,63% 7,93
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PucyHok 5. BEposITHOCTb 0BHApY»KEHWUS YS3BUMOCTEN MO NPUPOAE BO3HUKHOBEHWS!

Mpu petanbHoM aHanuse Web-npunoxeHnin metogammn BlackBox v WhiteBox owyTUMbIA NpoUeHT
CalToOB OKasanucb ysa3BUMblI Takxke ans Content Spoofing u Path Traversal (Puc. 6). lNpuyem
BEpPOSATHOCTb ObHapyxeHus ysassuMmocter Tmna SQL Injection npu TakoMm noaxoae K aHanusy
3awmueHHocTn gocturaet 19% (Puc. 7).

50% -
45%
40%

43%

35% - 31%
30%
25% -
20%
15% -
10% -
5% -
0% .

Cross-Site Information HTTP Response  SQL Injection Path Traversal Content Spoofing
Scripting leakage Splitting

6% 5% .
3% 2%

PucyHok 6. Hanbonee pacnpoctpaHeHHbie ya3sumoctn B Web-npunoxerusx (% Vulns BlackBox & WhiteBox)
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30%

H % Vulns

20% H % Sites

10%

0%
Cross-Site Information HTTP Response SQLInjection Path Traversal Content
Scripting leakage Splitting Spoofing

PucyHok 7. BeposiTHOCTb 06Hapy»keHus Hanbonee pacnpocTpaHeHHbIX ysizBumMocTen Web-npunoxxeHuii (% Sites BlackBox & WhiteBox)

M Cross-Site Scripting

M Information leakage

M HTTP Response Splitting
M SQL Injection

M Path Traversal

M Content Spoofing

M Other

PucyHok 8. MpoLeHT ysizsuMocTeit oT obLuero uncnia (% Vulns BlackBox & WhiteBox)

Ecnu aHanu3anpoBaTb pacnpoCTpaHEHHOCTb YA3BUMOCTEN BbICOKOIO CTEMEHU pyUCKa Npw AeTaslbHOM
obcnenosanHmm Web-npunoxenns (Puc. 9), To 34ecb Hambonee 4acTo BCTpeYatoTCsl OWwWmnbKM Tnna
«[peackasyemoe 3HayeHue wuaeHTudgukatopa ceccmmn» (Credential/Session Prediction). Takxke
LWMPOKO pacrnpocTpaHeHbl owmnbkn «BHeapeHue onepatopoB SQL» (SQL Injection), «YteHue
npousBO/bHbIX ¢annos» (Path Traversal) u owunbknm B peanusaumm KM HACTPOMKE CUCTEM
aBTOpM3aLMM U ayTeHTUdmrKaumu.
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Credential/Session S0L Injection Path Traversal Insufficient 05 Commanding Brute Force Attack Insufficient
Prediction Authentication Authorization

H WhiteBox M BlackBox

PyicyHOK 9. BeposiTHOCTb O6Hapy>eHNst Hanbomnee KpUYHbIX ys3BuMocTel Web-npunoxxeHuii (% Sites BlackBox & WhiteBox)

Ecnn paccMaTpuBaTb BEpOSTHOCTb OBHapy>XeHUsi YySI3BUMOCTM C TOYKW 3pEeHUs BO3AENCTBUS Ha
nocetutenenn Web-pecypca n Bosgenctesms Ha Web-cepsep (B COOTBETCTBMM C Kaccudukaumen B
MpunoxeHun 2), To Hanbosee pacnpocTpaHeHHbl YSI3BMMOCTU Ha cTtopoHe Web-cepsepa (Puc. 10).
B ToXe BpeMs, pacnpeaeneHne ysa3BMMOCTEN NO TUMY BO3AENCTBUS Ha OAMH CAalT HEe paBHOMEpPHO
W BO MHOIOM 3aBUCUT OT UCMo/b3yeMoro cnocoba noucka ysassumocren (Puc.11).

100% - 97%
90%
80%
70% -
60%
50% H Client-Side

40% M Server-Side

30%

20%

10%

0%

% Sites (ALL) % Sites (Scans) % Sites (BlackBox) % Sites (WhiteBox)
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PucyHok 10. BeposiTHOCTb 06HapY»KEHWUS YSI3BUMOCTM MO TUMY BO3AENCTBUS

140 -

122,07

120 -

100 -

80 ~

H Client-Side

60 - M Server-Side

40 -

2,39 2,21

ALL Scans BlackBox WhiteBox

PucyHok 11. PacnpeaeneHve ys3BMMOCTEN Ha OAWH CalT NPy UCMOMb30BaHUM pasinyHbIX MeToaoB mx noucka (No. Vulns on Site)

T. 3 YA43BMMOCTU MO TUMY BO3AENCTBUSA

No. of Vulns No. of Sites % Vulns % Sites  No. Vulns on Site

ALL Stat (Server-Side) 50856 10125 52,13% 83,09% 5,02

ALL Stat (Client-Side) 46698 7580 47,87% 62,20% 6,16

Scans (Server-Side) 19746 8922 55,60% 85,40% 2,21

Scans (Client-Side) 15767 6607 44,40% 63,24% 2,39

BlackBox (Server-Side) 4260 804 23,77% 76,86% 5,30

BlackBox (Client-Side) 13665 747 76,23% 71,41% 18,29

WhiteBox (Server-Side) 17700 145 63,73% 96,67% 122,07

WhiteBox (Client-Side) 10072 117 36,27% 78,00% 86,09
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4.2. AHanu3 gaHHbIX B KOHTeKcTe Tpe6oBaHmnun PCI DSS

PaccmaTtpmBass Habopbl MOAyYEHHbIX AaHHbIX YA3BMMbIX Web-npunoXeHnin B KOHTeEKCTe
cooTBeTCTBUA TpeboBaHWsAM CcTaHgapTa no 3awuTte MHbOopMauuu B MHAYCTPUM MNATEXHbIX KapT
PCI DSS, MOXHO BblgennTb Te U3 HuX (T.4), KOTOpble OTHOCATCA K YCTPaHEeHUI0 KOHKPETHbIX
yassumocTen B Web-npunoxenusx. Kpome toro, PCI DSS Technical and Operational Requirements
for Approved Scanning Vendors (ASVs) coaepxuT B cebe cxoxune TpeboBaHWsi, HO 3aTparnmBaeTt
To/IbKO npouecc ASV-ckaHmpoBaHus no PCI (T.5).

T. 4 TpeboBaHmsa craHgapta PCI DSS, pernameHtupylowme ob6s3aTenbHOe YyCTpaHeHue
KOHKPETHbIX ysi3BUMOCTen B Web-npunoxxeHnax

TpeboBaHue PCI DSS v.1.2 Mpoueaypa
6.5.1 Cross-site scripting (XSS) 6.5.1 Cross-site scripting (XSS) (Validate all parameters before inclusion.)

6.5.2 Injection flaws, particularly SQL o ) L
injection. Also consider LDAP and Xpath 6.5.2 Injection flaws, particularly SQL injection
injection flaws as well as other injection

q (Validate input to verify user data cannot modify meaning of commands and queries.)
aws.

6.5.3 Malicious file execution (Validate input to verify application does not accept filenames

6.5.3 Malicious file execution
or files from users.)

6.5.5 Cross-site request forgery (CSRF) (Do not reply on authorization credentials and

6.5.5 Cross-site request forgery (CSRF) tokens automatically submitted by browsers.)

6.5.6 Information leakage and improper 6.5.6 Information leakage and improper error handling (Do not leak information via error
error handling messages or other means.)

6.5.7 Broken authentication and session 6.5.7 Broken authentication and session management (Properly authenticate users and
management protect account credentials and session tokens.)

6.5.9 Insecure communications (Properly encrypt all authenticated and sensitive

6.5.9 Insecure communications .
communications.)

T. 5 TpeboeaHus PCI DSS Technical and Operational Requirements for Approved Scanning
Vendors (ASVs), pernameHTupytowme oba3atenbHOE BbISIBIEHME KOHKPETHbIX YSA3BMMOCTEN B
Web-npunoxeHusax npu nposeaeHnn ASV-ckaHMpoBaHUS

TpebosaHusa Technical and Operational
Requirements for Approved Scanning Mpoueanypa
Vendors (ASVs) v.1.1

The ASV scanning solution must be able to test for all known vulnerabilities and
configuration issues on web servers. New exploits are routinely discovered in web server
products. The ASV scanning solution must be able to detect and report known exploits.

Web Server Check Browsing of directories on a web server is not a good practice. The ASV scanning solution
must be able to scan the web site and verify that directory browsing is not possible on the
server.
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Custom Web Application Check

The ASV scanning solution must be able to detect all known CGI vulnerabilities.

The ASV scanning solution must be able to detect the following application vulnerabilities
and configuration issues:

» Unvalidated parameters which lead to SQL injection attacks

o Cross-site scripting (XSS) flaws

OueHMBas NoNyYeHHY0 CTaTUCTUKY COBpaHHbIX AAaHHbIX MO NMpUBEAEHHbIM KpuTepusam B T.4 n T.5,
6yayT nony4deHbl AaHHblE, NpeacTaBneHHble B T.6, Ha Puc. 12 - Puc. 14.

T. 6 % canToB, He COOTBETCTBYHOLWMX TpeboBaHMaM cTaHgapta PCI DSS npu oueHke Web-

I'IpI/IHO)KeHVII‘/'I pas3nnyHbiMn METOAAMU

TpebosaHme PCI DSS v.1.2

6.5.1 Cross-site scripting (XSS)

6.5.2 Injection flaws, particularly SQL
injection. Also consider LDAP and Xpath
injection flaws as well as other injection
flaws.

6.5.3 Malicious file execution

6.5.5 Cross-site request forgery (CSRF)

6.5.6 Information leakage and improper
error handling

6.5.7 Broken authentication and session
management

6.5.9 Insecure communications

TpebosaHue Technical and Operational
Requirements for Approved Scanning
Vendors (ASVs) v.1.1

Web Server Check

Custom Web Application Check

CymMMapHas fonsi He
cootBetcTBusl, ALL (%

Sites)

38,45%

14,55%

0,94%

1,32%

66,67%

7,62%

34,42%

He npvmMeHnMo

He npumeHnmo

[lons He coOTBETCTBUS
npwm Scans (% Sites)

37,66%

12,70%

0,08%

0,02%

74,05%

0,52%

39,96%

5,73%

44,92%

[lons He coOTBETCTBUSI
npw BlackBox (% Sites)

56,41%

19,31%

1,05%

7,93%

38,24%

30,98%

0,00%*

He npvmeHnmMo

He npumennmo

[lons He cOOTBETCTBUS
npv WhiteBox (% Sites)

58,67%

64,00%

8,67%

0,67%

54,00%

71,33%

17,33%

He npvmeHnmMo

He npumennmo

* Tpu NpoBefeHUMN OLEHKM 3aLmieHHOCTM Web-NpuaoKeHnii METOA0M YEPHOTO ALLMKA YA3BMMOCTU AAHHOTO Knacca He BHOCMAUCH B

OTYeTHblE AOKYMEHTbI MO pe3ybTaTamM NpPoBOAUMbIX PaboT. ITO CBA3AHO C TEM, YTO NPU NPOBeAEHUM PaboT AaHHbIM METOAOM BHUMaHMe

ayauTopos 6bI10 Hanpae/1eHO Ha Hambonee onacHble YA3BUMOCTU.
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i M65.1

M65.3
M65.5
% Sites (Scans) 2656
i M6.5.7
% Sites (ALL) 659
i | | | | | | | | | 1
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
PucyHok 12. PacnpeneneHue caiToB, He YAOBNETBOPSIOLLMX TpeboBaHMsM cTaHaapTa PCI DSS
100% -
90% -
80% -
70% -
60% -
50% - i Compliant
40% - M Non Compliant
30% -
20% -
10% -
0% -

% Sites (ALL) % Sites (Scans) % Sites (BlackBox) % Sites (WhiteBox)

PucyHok 13. YpoBeHb COOTBETCTBUS aHamM3npyeMbix \Web-npunoxeHuit TpeboBaHmsM ctaHaapTta PCI DSS (QSA)
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H Non Compliant

L Compliant

PyicyHoK 14. YpoBeHb COOTBETCTBUS aHanmaupyembix Web-npunoxernii TpeboBaHusiM ctaHgapta PCL DSS (ASV)

TakuM ob6pasoM, npu npoBeaeHun ASV-cKaHMpoBaHUS B OTHoweHun Web-npunoxeHun okoso
48% w3 HWUX He yAaoBneTBopslT TpeboBaHusaM craHgapta PCI DSS. B 1o xe Bpems npwu
nposeaeHnn 6onee rnybokoro aHanmsa 99% Web-npunoxeHnin He ynoBneTBopsieT TpeboBaHMAM
CTaHAaapTa no 3awmTe nHbopMaunn B MHAYCTPUM NMNATEXHbIX KapT.

4.3. CpaBHeHMe METOAOB aHaNIM3a 3allMLEeHHOCTH

Ecnn  npoBectT CpaBHEHME MOJIHOCTbD  aBTOMATUUYECKMX CKaHMPOBaHWI C  py4yHON M
a@BTOMaTM3MPOBAHHOW OLIEHKOW MeToAaMu 4epHoro u 6enoro siwmka, To SBHO BUAHO OTCTaBaHue
aBTOMaTM4eCKOro CKaHMpOBaHUs Npu obHapyxeHun Hambonee onacHbix owmnbok (Puc. 15).

% Sites (White Box)

M Critical
i High

: E Medium
% Sites (Scans)

M Low

9% Sites (ALL)

st tBlIkBDx] _
HE Urgent
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PyicyHok 15. PacnpeaeneHve BeposSiTHOCTY 06HapY»KeHUs yI3BUMOCTEN Mo MeToAy UX noucka

Ecnn paccmatpuBaTb Takolh nokasaTesflb, KaK KONM4YecTBO OBHapy>KeHHbIX YS3BMMOCTEW Ha OAWH
cant (T.7), TO AeTanbHbIA aHann3 NO3BONSET B cpeaHeM uaeHTudbunumposaTtb A0 91 ya3BUMOCTeN
BbICOKOIM CTEneHn pucka Ha OAHO TMPUNOXEHWe, B TO BpPeMs KakK aBTOMaTU3MpOBaHHoOEe
CKaHupoBaHue — Tonbko 3 (Puc. 16).

T. 7 Konnuecrtso ysS3BUMOCTEN Ha OAMH CalT

Threat rank ALL  Scans BlackBox WhiteBox
Urgent 390 2,70 8,00 18,04
Critical 8,11 285 16,66 91,30
High 402 147 492 147,02
Medium 1,10 1,02 1,87 3,86
Low 1,01 1,01 1,00 1,33
ALL 801 340 17,14 185,15
160 - 147
140 -
120 -
100 - 91 H Urgent
M Critical
80 -
i High
60 -
H Medium
40 - i Low
17 18
20 A ] ]
4 ° 4 1 9 33111 j > 201 4
0 __L_'_‘ : | :
ALL Scans BlackBox WhiteBox

PucyHok 16. KonnuyecTso ysi3BUMOCTel Ha OAUH CaltT

Ha Puc.l, Puc.15 n Puc.16 HarnggHoO MoKasaHo 3HauyuMTeNlbHOe OTCTaBaHue pe3ynbTaToB
aBTOMaTU3MPOBAHHbIX CKaHMPOBAHUI N pe3ynbTaToB oueHkn Web-npunoxeHnin MeToaom 4YepHoro
quuKa OT Hamboniee rybokoro noucka Yysa3BUMMOCTEM MeToAoM 6enoro  sAwmka. 370
CBUAETENbCTBYET O TOM, 4YTO WCMoOSb3oBaHuWe crnocoba noucka ysssBuMmocTen MeTtoaoM 6enoro
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AWWKa B 3HA4YMTESIbHOM CTeneHn saBnsieTcs 6onee 3(P@PEKTUBHBLIM MO CPaBHEHWUID C APYTMMU

cnocobamu.

5. MPUNOXEHMUE 1: METOANKA OLIEHKWU CTEMNMEHU PUCKA

T. 8 MeToaMKa OLLEHKM CTENeHU pUcka

Threat Classification

Abuse of Functionality

Brute Force Attack

Buffer Overflow

Content Spoofing

Credential/Session Prediction

Cross-Site Scripting

Cross-Site Request Forgery

Denial of Service

Format String Attack

HTTP Request Splitting

HTTP Response Splitting

HTTP Request Smuggling

HTTP Response Smuggling

Integer Overflow

LDAP Injection

Mail Command Injection

OS Commanding

Path Traversal
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Basic CVSS Score

4 (AV:N/AC:H/Au:N/C:P/I:P/A:N)

6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P)

10 (AV:N/AC:L/Au:N/C:C/T:.C/A:C)

5 (AV:N/AC:L/Au:N/C:N/I:P/A:N)

6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P)

6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N)

5 (AV:N/AC:L/Au:N/C:N/I:P/A:N)

7.8 (AV:N/AC:L/Au:N/C:N/I:N/A:C)

10 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N)

6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N)

6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N)

6.4 (AV:N/AC:L/Au:N/C:P/I:P/A:N)

10 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

10 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

5 (AV:N/AC:L/Au:N/C:N/I:P/A:N)

10 (AV:N/AC:L/Au:N/C:C/I:C/A:C)

7.8 (AV:N/AC:L/Au:N/C:C/T:N/A:N)

PCI DSS Risk

Medium

Critical

Urgent

High

Critical

Critical

High

High

Urgent

Critical

Critical

Critical

Critical

Urgent

Urgent

High

Urgent

Critical
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Predictable Resource Location 5 (AV:N/AC:L/Au:N/C:P/T:N/A:N) High
Remote File Inclusion 10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) Urgent
Routing Detour 5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) High
SOAP Array Abuse 7.8 (AV:N/AC:L/Au:N/C:N/I:N/A:C) High
SSI Injection 10 (AV:N/AC:L/Au:N/C:C/T:.C/A:C) Urgent
Session Fixation 6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P) Critical
SQL Injection 10 (AV:N/AC:L/Au:N/C:C/T:.C/A:C) Urgent
URL Redirectors 2.6 (AV:N/AC:H/Au:N/C:N/I:P/A:N) Medium
XPath Injection 10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) Urgent
XML Attribute Blowup 5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) High
XML External Entity 5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) High
XML Entity Expansion 5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) High
XML Injection 7.5 (AV:N/AC:L/Au:N/C:P/I:P/A:P) Critical
XQuery Injection 10 (AV:N/AC:L/Au:N/C:C/I:C/A:C) Urgent
Application Misconfiguration 5.1 (AV:N/AC:H/Au:N/C:P/I:P/A:P) Medium
Directory Indexing 5 (AV:N/AC:L/Au:N/C:P/T:N/A:N) High
Fingerprinting 0 (AV:N/AC:L/Au:N/C:N/I:N/A:N) Low
Improper Parsing 10 (AV:N/AC:L/Au:N/C:C/T:.C/A:C) Urgent
Improper Permissions 10 (AV:N/AC:L/Au:N/C:C/T.C/A:C) Urgent
Information leakage 5 (AV:N/AC:L/Au:N/C:P/T:N/A:N) High
Insecure Indexing 5 (AV:N/AC:L/Au:N/C:P/I:N/A:N) High
Insufficient Anti-automation 4 (AV:N/AC:H/Au:N/C:P/I:P/A:N) Medium
Insufficient Authentication 6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P) Critical
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Insufficient Authorization

Insufficient Data Protection

Insufficient Process Validation

Insufficient Session Expiration

Insufficient Transport Layer Protection

Server Misconfiguration

6.8 (AV:N/AC:M/Au:N/C:P/I1:P/A:P)

5 (AV:N/AC:L/Au:N/C:P/I:N/A:N)

4 (AV:N/AC:H/Au:N/C:P/I:P/A:N)

6.8 (AV:N/AC:M/Au:N/C:P/I:P/A:P)

4 (AV:N/AC:H/Au:N/C:P/I:P/A:N)

5.1 (AV:N/AC:H/Au:N/C:P/1:P/A:P)

Critical

High

Medium

Critical

Medium

Medium

6. NMPUJIOXXEHME 2: UCIOJIb3YEMASA AOMNOJIHUTEJIbHASA
KNTACCUOUKALNA YASBUMOCTEN

T. 9 Knaccndukaums ysa3sMMOCTEN MO Npupoae BO3SHUKHOBEHUS U TUMY BO3LENCTBUSA

Threat Classification

Abuse of Functionality

Brute Force Attack

Buffer Overflow

Content Spoofing

Credential/Session Prediction

Cross-Site Scripting

Cross-Site Request Forgery

Denial of Service

Format String Attack

HTTP Request Splitting

HTTP Response Splitting

HTTP Request Smuggling
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code server-side

administration server-side

code server-side
code client-side
code server-side
code client-side
code client-side

administration server-side

code server-side
code client-side
code client-side

administration client-side
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HTTP Response Smuggling administration client-side

Integer Overflow code server-side
LDAP Injection code server-side
Mail Command Injection code server-side
OS Commanding code server-side
Path Traversal code server-side
Predictable Resource Location administration server-side
Remote File Inclusion code server-side
Routing Detour code server-side
SOAP Array Abuse code server-side
SSI Injection code server-side
Session Fixation code server-side
SQL Injection code server-side
URL Redirectors code client-side
XPath Injection code server-side
XML Attribute Blowup code server-side
XML External Entity code server-side
XML Entity Expansion code server-side
XML Injection code server-side
XQuery Injection code server-side
Application Misconfiguration administration server-side
Directory Indexing administration server-side
Fingerprinting administration server-side
Improper Parsing code server-side
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Improper Permissions

Information leakage

Insecure Indexing

Insufficient Anti-automation

Insufficient Authentication

Insufficient Authorization

Insufficient Data Protection

Insufficient Process Validation

Insufficient Session Expiration

Insufficient Transport Layer Protection

Server Misconfiguration
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administration

administration
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code

administration

code

code

administration

administration

server-side

server-side

server-side

server-side

server-side

server-side

server-side

server-side

server-side

client-side

server-side
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Additional notes

Web Application Security Consortium Threat Classification version 2 was used in this research.
Therefore some types of vulnerabilities are not included into the overall results.

The most prevalent vulnerability Cross-Site Request Forgery in this statistics is not on top because
it is difficult to detect in automatically and because a lot of experts take its existence for granted.

Vulnerabilities which existence depends on platform are also not included into the statistics (for
example, buffer overflow in Apache).

Contributors

WASC would like to thank the following organizations for making this initiative possible. Each
organization is responsible for contributing sanitized data from web application security projects
which was then combined to produce aggregated statistics.

Statistics

Overall Data

T. 10 General statistics Threat Classification

Threat Classification Nof Vulns N of Sites % Vulns % Sites
Abuse of Functionality 153 83 0,16%  0,68%
Brute Force Attack 79 51 0,08%  0,42%
Buffer Overflow 537 84 0,55%  0,69%
Content Spoofing 1564 304 1,60%  2,49%
Credential/Session Prediction 794 147 0,81% 1,21%
Cross-Site Scripting 37624 4686 38,57%  38,45%
Cross-Site Request Forgery 285 161 0,29% 1,32%
Denial of Service 42 36 0,04%  0,30%
Format String Attack 52 43 0,05%  0,35%
HTTP Request Splitting 311 162 0,32% 1,33%
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HTTP Response Splitting 2592 161 2,66%  1,32%

HTTP Request Smuggling 0 0 0,00%  0,00%
HTTP Response Smuggling 0 0 0,00%  0,00%
Integer Overflow 79 46 0,08%  0,38%
LDAP Injection 41 16 0,04%  0,13%
Mail Command Injection 1 1 0,00%  0,01%
0S Commanding 76 30 0,08%  0,25%
Path Traversal 1563 139 1,60%  1,14%
Predictable Resource Location 1507 205 1,54%  2,42%
Remote File Inclusion 99 44 0,10%  0,36%
Routing Detour 0 0 0,00%  0,00%
SOAP Array Abuse 2 1 0,00%  0,01%
SSI Injection 157 33 0,16%  0,27%
Session Fixation 137 123 0,14% 1,01%
SQL Injection 6345 1555 6,50%  12,76%
URL Redirectors 5 4 0,01%  0,03%
XPath Injection 64 19 0,07%  0,16%
XML Attribute Blowup 0 0 0,00%  0,00%
XML External Entity 0 0 0,00%  0,00%
XML Entity Expansion 0 0 0,00%  0,00%
XML Injection 0 0 0,00%  0,00%
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XQuery Injection 0 0 0,00%  0,00%

Application Misconfiguration 85 60 0,09% 0,49%
Directory Indexing 370 184 038%  1,51%
Fingerprinting 3663 3604 375%  29,57%
Improper Parsing 1464 54 1,50%  4,30%
Improper Permissions 4 4 0,00%  0,03%
Information leakage 31527 7942 32,32% 65,17%
Insecure Indexing 8 7 0,01%  0,06%
Insufficient Anti-automation 108 36 0,11%  0,30%
Insufficient Authentication 806 304 0,83%  2,49%
Insufficient Authorization 615 286 0,63%  2,35%
Insufficient Data Protection 64 21 0,07%  0,17%
Insufficient Process Validation 52 34 0,05%  0,28%
Insufficient Session Expiration 169 71 0,17%  0,58%
Insufficient Transport Layer Protection 4317 4195 443%  34,42%
Server Misconfiguration 193 113 0,20%  0,93%
Total 97554 12186

T. 11 Vulnerabilities distribution by risk Threat rank

Threat rank N of Vulns N of Sites N of Sites % Sites
Urgent 8918 2287 9,14%  18,77%
Critical 44669 5511 45,79%  45,22%
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High 35375 8807 36,26%  72,27%

Medium 4908 4455 503%  36,56%

Low 3663 3618 3,75%  29,69%

Automatic scans

T. 12 General statistics Threat Classification

Threat Classification Nof Vulns N of Sites % Vulns % Sites
Abuse of Functionality 1 1 0,00%  0,01%
Brute Force Attack 5 5 0,01%  0,05%
Buffer Overflow 6 3 0,02%  0,03%
Content Spoofing 29 22 0,08%  0,21%
Credential/Session Prediction 9 9 0,03%  0,09%
Cross-Site Scripting 11230 3934 31,62% 37,66%
Cross-Site Request Forgery 2 2 0,01%  0,02%
Denial of Service 30 25 0,08%  0,24%
Format String Attack 0 0 0,00%  0,00%
HTTP Request Splitting 311 162 0,88%  1,55%
HTTP Response Splitting 0 0 0,00%  0,00%
HTTP Request Smuggling 0 0 0,00%  0,00%
HTTP Response Smuggling 0] 0] 0,00%  0,00%
Integer Overflow 0 0 0,00% 0,00%
LDAP Injection 0 0 0,00% 0,00%
Mail Command Injection 0 0 0,00% 0,00%
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OS Commanding 28 5 0,08%  0,05%

Path Traversal 82 56 0,23%  0,54%
Predictable Resource Location 16 15 0,05%  0,14%
Remote File Inclusion 86 36 0,24%  0,34%
Routing Detour 0 0 0,00%  0,00%
SOAP Array Abuse 0 0 0,00%  0,00%
SSI Injection 157 33 044%  0,32%
Session Fixation 3 3 0,01%  0,03%
SQL Injection 2969 1217 8,36%  11,65%
URL Redirectors 1 1 0,00%  0,01%
XPath Injection 0 0 0,00%  0,00%
XML Attribute Blowup 0 0 0,00%  0,00%
XML External Entity 0 0 0,00%  0,00%
XML Entity Expansion 0 0 0,00%  0,00%
XML Injection 0 0 0,00%  0,00%
XQuery Injection 0 0 0,00%  0,00%
Application Misconfiguration 48 37 0,14%  0,35%
Directory Indexing 12 11 0,03% 0,11%
Fingerprinting 3604 3587 10,15% 34,34%
Improper Parsing 1463 523 4,12%  5,01%
Improper Permissions 2 2 0,01%  0,02%
Information leakage 11134 7593 31,35% 72,68%
Insecure Indexing 8 7 0,02%  0,07%
Insufficient Anti-automation 0 0 0,00%  0,00%
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Insufficient Authentication 24 15 0,07%  0,14%

Insufficient Authorization 14 14 0,04%  0,13%
Insufficient Data Protection 10 10 0,03%  0,10%
Insufficient Process Validation 12 11 0,03% 0,11%
Insufficient Session Expiration 1 1 0,00% 0,01%
Insufficient Transport Layer Protection 4194 4175 11,81% 39,96%
Server Misconfiguration 22 22 0,06%  0,21%
Total 35513 10447

T. 13 Vulnerabilities distribution by risk Threat rank

Threat rank N of Vulns N of Sites N of Sites % Sites
Urgent 4711 1745 13,27%  16,70%
Critical 11679 4100 32,89%  39,25%
High 11257 7636 31,70%  73,09%
Medium 4294 4199 12,09%  40,19%
Low 3625 3599 10,21%  34,45%
Black Box

T. 14 General statistics Threat Classification

Threat Classification Nof Vulns N of Sites % Vulns % Sites
Abuse of Functionality 135 75 0,75%  7,17%
Brute Force Attack 34 29 0,19%  2,77%
Buffer Overflow 0 0 0,00%  0,00%
Content Spoofing 1110 241 6,19% 23,04%
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Credential/Session Prediction 15 12 0,08%  1,15%

Cross-Site Scripting 11768 590 65,65% 56,41%
Cross-Site Request Forgery 185 83 1,03%  7,93%
Denial of Service 9 8 0,05%  0,76%
Format String Attack 2 2 0,01%  0,19%
HTTP Request Splitting 0 0 0,00%  0,00%
HTTP Response Splitting 601 77 3,35%  7,36%
HTTP Request Smuggling 0 0 0,00%  0,00%
HTTP Response Smuggling 0 0 0,00%  0,00%
Integer Overflow 9 6 0,05%  0,57%
LDAP Injection 0 0 0,00%  0,00%
Mail Command Injection 0 0 0,00%  0,00%
OS Commanding 16 11 0,09%  1,05%
Path Traversal 29 20 0,16% 1,91%
Predictable Resource Location 855 155 4,77%  14,82%
Remote File Inclusion 3 3 0,02%  0,29%
Routing Detour 0] 0] 0,00%  0,00%
SOAP Array Abuse 0 0 0,00%  0,00%
SSI Injection 0 0 0,00%  0,00%
Session Fixation 83 79 0,46%  7,55%
SQL Injection 1556 169 8,68%  16,16%
URL Redirectors 1 1 0,01%  0,10%
XPath Injection 59 17 0,33% 1,63%
XML Attribute Blowup 0 0 0,00%  0,00%
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XML External Entity

XML Entity Expansion

XML Injection

XQuery Injection

Application Misconfiguration

Directory Indexing

Fingerprinting

Improper Parsing

Improper Permissions

Information leakage

Insecure Indexing

Insufficient Anti-automation

Insufficient Authentication

Insufficient Authorization

Insufficient Data Protection

Insufficient Process Validation

Insufficient Session Expiration

Insufficient Transport Layer Protection

Server Misconfiguration

Total

31

104

745

158

312

30

58

17925

T. 15 Vulnerabilities distribution by risk Threat rank

Threat rank

Urgent

N of Sites

206

N of Sites

0 0,00%
0 0,00%
0 0,00%
0 0,00%
20 0,17%
42 0,58%
1 0,01%
1 0,01%
2 0,01%
399 4,16%
0 0,00%
4 0,03%
90 0,88%
155 1,74%
2 0,01%
5 0,03%
27 0,17%
0 0,00%
38 0,32%
1046
% Sites
19,69%

9,19%

0,00%

0,00%

0,00%

0,00%

1,91%

4,02%

0,10%

0,10%

0,19%

38,15%

0,00%

0,38%

8,60%

14,82%

0,19%

0,48%

2,58%

0,00%

3,63%

KoHcopumym Web Application Security Consortium (WASC) npeacTaBnsieT ctaTuctuky ysssmumocte Web-

npunoxenwuii 3a 2008 roa

Crpanuua 30 us 33



Critical 13030 782 72,69%  74,76%

High 3011 612 16,80%  58,51%
Medium 235 126 1,31% 12,05%
Low 1 1 0,01% 0,10%
White Box

T. 16 General statistics Threat Classification

Threat Classification Nof Vulns N of Sites % Vulns % Sites
Abuse of Functionality 7 4 0,03%  2,67%
Brute Force Attack 15 11 0,05%  7,33%
Buffer Overflow 421 1 1,52%  0,67%
Content Spoofing 0 0 0,00%  0,00%
Credential/Session Prediction 695 66 2,50%  44,00%
Cross-Site Scripting 8006 88 28,83% 58,67%
Cross-Site Request Forgery 2 1 0,01% 0,67%
Denial of Service 3 3 0,01%  2,00%
Format String Attack 2 1 0,01% 0,67%
HTTP Request Splitting 0 0 0,00%  0,00%
HTTP Response Splitting 1941 54 6,99%  36,00%
HTTP Request Smuggling 0 0 0,00%  0,00%
HTTP Response Smuggling 0 0 0,00%  0,00%
Integer Overflow 0 0 0,00%  0,00%
LDAP Injection 0 0 0,00%  0,00%
Mail Command Injection 1 1 0,00%  0,67%
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OS Commanding 29 12 0,10%  8,00%

Path Traversal 1450 59 5,22% 39,33%
Predictable Resource Location 15 13 0,05%  8,67%
Remote File Inclusion 3 2 0,01% 1,33%
Routing Detour 0 0 0,00%  0,00%
SOAP Array Abuse 0 0 0,00%  0,00%
SSI Injection 0 0 0,00%  0,00%
Session Fixation 1 1 0,00  0,67%
SQL Injection 898 59 3,23%  39,33%
URL Redirectors 0 0 0,00%  0,00%
XPath Injection 0 0 0,00%  0,00%
XML Attribute Blowup 0 0 0,00%  0,00%
XML External Entity 0 0 0,00%  0,00%
XML Entity Expansion 0 0 0,00%  0,00%
XML Injection 0 0 0,00%  0,00%
XQuery Injection 0 0 0,00%  0,00%
Application Misconfiguration 1 1 0,00%  0,67%
Directory Indexing 2 2 0,01%  1,33%
Fingerprinting 8 6 0,03%  4,00%
Improper Parsing 0] 0] 0,00%  0,00%
Improper Permissions 0 0 0,00%  0,00%
Information leakage 13598 81 48,96% 54,00%
Insecure Indexing 0 0 0,00%  0,00%
Insufficient Anti-automation 2 2 0,01% 1,33%
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Insufficient Authentication

Insufficient Authorization

Insufficient Data Protection

Insufficient Process Validation

Insufficient Session Expiration

Insufficient Transport Layer Protection

Server Misconfiguration

Total

27772

324

89

52

78

123

T. 17 Vulnerabilities distribution by risk Threat rank

Threat rank

Urgent

Critical

High

Medium

Low

N of Vulns

1353

12599

13673

139

75

138

36

N of Sites

45

28

26

150

N of Sites

4,87%

45,37%

49,23%

0,50%

0,03%

1,17%

0,32%

0,19%

0,02%

0,28%

0,44%

0,00%

% Sites

50,00%

92,00%

62,00%

24,00%

4,00%

30,00%

4,00%

6,00%

2,00%

18,67%

17,33%

0,67%
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