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Heob6xognmas 3awmTa yCTPOUCTB AN9 No6biX KOMMNaHUN

AKTyanbHble yrpo3bl A1 KOHEYHbIX YCTPOWCTB B POCCUMCKNX OpraHU3aumnsix

300+ nvunaenros

B MecsL B cpefHeM o6pabaTbiBaloT POCCUNCKIE KOMMaHNN

42% aTak

BbIMONHAIOTCY C CNOJSIb30OBaHNEM LUI/ICI)pOBaﬂbLLI,VIKOB

KnioueBblie BoamoxHocTu MaxPatrol EPP

~\| HenpepbisHoe o6Hapyx)eHue u ycTpaHeHme
@ BpenoHocHoro MO Ha 6ase aHTUBMPYCHbIX
TexHonornn

x| lMpeBeHTUBHbIE MeXaHU3MblI
On§ paclMpeHHOro oTBeTa Ha yrposbl
KapaHTuH pannos, 0CTaHOBKA NPOLLECCOB, yoaneHune
3N0BpeHbIX GanNoB 1 N30ASLNS Y3N10B

B [Mbrasa HacTpoliKa NOMUTUK C Y4ETOM BHYTPEHHUX
{0 | pernameHToB 1 NOTPEBHOCTEl KOMNaHNK

>20% WHLUWOEHTOB

3a0eicTBYIOT KOHEUHble YCTPONCTBa

38% aTak

npoxogaT ¢ ncnons3osaHnem BMNO ong yonaneHHoro
ynpaBneHus

CkaHupoBaHWE no pacnncaHunio Uan no 3anpocy,
@) CMNCKIU NCKITIOYEH NI

LleHTpanu3oBaHHOe yrnpaB/ieHNe KOHeYHbIMU
5‘?‘& YCTPONCTBaMI: lerkoe BHeApeHne N KOHTPOIb

©AVIHbIX MONNTIK 6€30MacHOCTU

[E Nuterpaumsa c SIEM-cuctemamu 1 necoyHnLamm
E@ ONs rNy6oKoro aHanmsa yrpos npy MUHUManbHOM

pacxofe pecypcoB yCTPONCTB



MpeunmywectBa MaxPatrol EPP

YA

MoLwwHbIN aHTUBMPYCHbIN ABUXOK PT AV
CTaTtnyeckunin n guHaMn4ecKkunin aHaama No3BoNsaT
20 PeKTNBHO BbISBNSATb U 61okMpoBaTh BMO

1 3aMacKnpoBaHHbIe yrpo3bl

CBoeBpeMeHHoe O6HOBNEHNE

E)Ke,D,HeBHbIe aBTOMaTnyeckmne o6HOBNEHNS

6a3 O0aHHbIX MO3BONFIOT BCerga 6bITb 3awnweHHbIMn
OT aKTyaslbHbIX yrpo3

Mopaepxka nonynsipHbix OC

PelueHne nonHocTtbio coBmecTumo ¢ OC Ha 6ase
Windows 1 oTeuecTBeHHbIMMN Bepcuamu Linux, Bknoyvas
Astra Linux n «<PE[] OC»

® 9kcnepTtusa ans 6usHeca

MHoroneTHWIA ONbIT aHanM3a yrpos u paspaboTkn
CPencTB 3alUnTbl C y4eToM cneumndukn pocCruinckimx
opraHm3auuii, cCo6CTBEHHas aHTUBUPYCHas
na6opatopua B PT ESC

MonHoueHHas camo3alunTa

npeﬂOTBpaLLl,aeT HeCaHKUMNOHNPOBaHHYIO OCTaHOBKY
areHTa gaxe npn Hannymny 3noymblilLUNeHHNKOB
npmeunnernpoBaHHbIX Npae AocTtyna

CooTtBeTcTBUE TPE6OBAHUSM PErYNATOPOB

Mpuka3 PCTIK Ne 239 ong 1-n kateropun (AB3.5),
npuka3 PCTIK Ne 17 ona obecneueHmns 3awmThbl
nHbopmauumm B N'MC, npukasz PCTIK Ne 21 png 3awmThbl
nepcoHanbHbix AaHHbix 1 FTOCT P 57580 «be3onacHocTb
drHaHcoBbIX (6aHKOBCKUX) onepauuin»

KomnnekcHas 3awmra KOHeYHbIX yCTpOﬁCTB OT MAaCCOBbIX U LeNieBbiIX aTak

YBupetb Bce BoaMoxHocTu MaxPatrol EPP moxHo B npogykTax nuHenkn MaxPatrol

Endpoint Security, HeoTbemnemon 4YacTbio KOTOPbIX OH SIBNSIETCS.

3awuTa oT BCex BMAOB
Yrpo3 ¢ NoMoLLbio
MaxPatrol Endpoint Security

MaxPatrol EPP

MpepoTBpawieHne
MacCOBbIX Yrpo3 C NOMOLLbIO

BbisBneHue uenesbix aTak
N pearnpoBaHue Ha HUX C NOMOLLbIO
MaxPatrol EDR

EouHbIli areHT pns c6opa B O6HapyxeHue 1 ycTpaHeHue ®  BuigBneHune gencrenii xakepa,
TenemeTpun, NPenoTBpaLLeHNs, BMO Ha 6a3e aHTUBUPYCHbIX i KOTOpble MOTyT MPOMYyCTUTL Apyrue
O0BHapyXeHus yrpos TEXHOOrNN cpeqncTsa 4719 3alUNTbl YCTPOWCTB
1 pearvpoBaHns Ha HUX

8 3awwTa OT LWNbPOBANbLINKOB, ®  OcTaHOBKa 3M0YMbILLEHHIKA

BoamoxHocTb nogknoyaTb Pa3Hble
Moaynn 3alnTbl B 3aBNCUMOCTI

OT CLleHapueB NCMNONb30BaHNS dannos

Pa6oTa ¢ rubpugHbiMu,
BUPTYasIbHbIMU 11 3aKPbITBIMU
nHdpacTpyKTypamm

NonMMOopPdHbIX BUPYCOB,
3aMacKMpPOBaHHbIX BPEOOHOCHbIX

3a CUNTaHHble CeKyHObl,
paccnegoBaHmne
n npepoTBpalleHne atakin

Y3HaTb 60nblle
o MaxPatrol
Endpoint Security

OcTaBunTb 3asBKYy
Ha 6ecnnaTHbIN
TecT-gpans



